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Abstract 

T h e D y a d pro jec t a t Carnegie Mellon Universi ty is us ing physical ly secure 
coprocessor t o achieve new protocols and sys tems address ing a n u m b e r of per
plexing secur i ty p rob lems . These coprocessors can b e p roduced as boa rds or 
i n t eg ra t ed circui t chips a n d can be direct ly inser ted in s t a n d a r d works ta t ion 
or PC-s ty l e c o m p u t e r s . Th i s p a p e r presents a set of secur i ty p rob lems a n d 
easily imp lemen tab le solut ions t h a t exploit t h e power of physical ly secure co
processors : (1) p ro tec t ing t h e in tegr i ty of publ ic ly accessible works ta t ions (2) 
t amper -p roo f a c c o u n t i n g / a u d i t t rai ls (3) copy p ro tec t ion (4) e lectronic cur
rency wi thou t centra l ized servers We out l ine t h e a rch i tec tu ra l requ i rements 
for t h e use of secure coprocessors. 



1 Introduction and Motivation 
T h e D y a d pro jec t a t Carnegie Mellon Universi ty is using physical ly secure 
coprocessor to achieve new protocols and sys tems address ing a n u m b e r of 
perp lex ing secur i ty p rob lems . These coprocessors can b e p roduced as boa rds 
or i n t eg ra t ed circuit chips a n d can b e direct ly inser ted in s t a n d a r d worksta
t ion or PC-s ty l e compu te r s . Th is p a p e r presents a set of secur i ty p rob lems 
a n d easily imp lemen tab le solut ions t h a t exploit t h e power of physical ly secure 
coprocessors . 

S t a n d a r d t e x t b o o k t r e a t m e n t s of c o m p u t e r securi ty assert t h a t physi
cal securi ty is a necessary precondi t ion t o achieving overall sy s t em security. 
W h i l e m e e t i n g th is condi t ion m a y seem reasonable for yes te rday ' s c o m p u t e r 
centers wi th the i r large mainf rames , it is no longer so easy today . M a n y of to
day ' s c o m p u t e r facilities consist of works ta t ions wi th in offices or of persona l 
c o m p u t e r s a r ranged in "public access" c lusters , all of which are ne tworked to 
fileservers. In s i tua t ions like these where c o m p u t a t i o n is d i s t r ibu ted , phys
ical secur i ty is very difficult if no t impossible to realize. Ne i the r c o m p u t e r 
c lus ters , nor offices, nor ne tworks are secure against in t ruders . A n even m o r e 
difficult p rob l em is posed by a user who m a y wish to subver t his own m a 
chine; for example , a user who wishes t o gain read access t o an execu tab le 
p r o g r a m which is nomina l ly copy p ro tec ted by be ing deno ted "execute only." 
By m a k i n g t h e process ing power of works ta t ions widely a n d easily available, 
we 've also m a d e t h e sys t em h a r d w a r e accessible t o casual in ter lopers . How 
do we r e m e d y th is? 

Researchers have realized the vulnerabi l i ty of ne twork wires a n d have 
b rough t t h e tools from c ryp tog raphy t o bea r on t h e p rob l em of non-secure 
communica t ion ne tworks , and th is has led to a variety of key exchange and 
au then t i c a t i on protocols [36, 54, 48 , 20, 47, 39, 15, 16, 55] for use wi th end- to-
end enc ryp t ion t o provide pr ivacy on network communica t ions . O t h e r s have 
n o t e d t h e vulnerabi l i ty of works ta t ions a n d their disk s torage to physical 
a t t acks in t h e office works ta t ion env i ronments , a n d th is has led t o a var ie ty of 
secret sharing a lgor i thms for p ro tec t ing d a t a from isolated a t t acks [24, 44, 50]. 
Also, tools from t h e field of concensus protocols can b e appl ied as well[24]. 
These techniques , while powerful, still depend on some m e a s u r e of physical 
security. 

C r y p t o g r a p h y allows us to slightly relax our a s sumpt ions a b o u t physical 
securi ty; wi th c ryp tog raphy we no longer need to a s sume t h a t our ne twork 
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is physical ly shielded. However, we still need t o m a k e s t rong as sumpt ions 
a b o u t t h e physical p ro tec t ion of hos ts . We can not ent i re ly e l imina te t h e 
need for physical security. 

All securi ty a lgor i thms and protocols depend on physical security. Cryp
tograph ic sys tems depend on t h e secrecy of keys, a n d au thor i za t ion a n d 
access control mechan i sms crucially d e p e n d on t h e in tegr i ty of t h e access 
control d a t a b a s e . T h e use of physical securi ty t o provide pr ivacy and in
tegr i ty is t h e foundat ion u p o n which securi ty mechanisms axe bui l t . W i t h 
t h e proliferat ion of works ta t ions to t h e office and to open c o m p u t a t i o n clus
te rs , t h e physical securi ty a s sumpt ion is no longer valid. T h e recent advent of 
powerful l ap top machines only exacerba tes th is p rob lem, since t h e machines 
m a y be easily physical ly removed. 

T h e gap be tween the real i ty of physical ly unp ro t ec t ed sys tems and this 
a s sumpt ion of physical securi ty mus t b e closed. W i t h t r ad i t iona l ma in f r ame 
sys t ems , t h e secur i ty firewall was be tween t h e users ' t e rmina l s a n d t h e com
p u t e r itself — t h e ma in f rame was t h e physical ly secure componen t in t h e 
s y s t e m . 1 W i t h loosely admin i s t e red , physically accessible works ta t ions , t h e 
secur i ty pa r t i t i on can no longer encompass t h e en t i re mach ine . Indeed , wi th 
mos t commerc ia l ly available works ta t ions , t h e bes t t h a t could b e found is 
a s imple lock in t h e front panel which can be easily picked or bypassed — 
the re really is no physically secure componen t in these sys tems . 

Th i s p a p e r discusses t h e use of physical ly secure processors t o achieve 
new, powerful solut ions t o sys tem securi ty p rob lems . (Physical ly secure co
processors were first in t roduced in [5].) A secure coprocessor embodies a 
physical ly secure h a r d w a r e modu le ; it achieves th is securi ty by advanced 
packaging technology[56]. We focus on sys tems and protocols t h a t can ex
ploit t h e physical shielding to achieve novel solut ions to challenging p rob lems . 
T h e r e axe m a n y appl ica t ions t h a t need to use secure coprocessors: 

1. Consider t h e p rob lem of p ro tec t ing t h e integri ty of publ ic ly accessible 
works ta t ions . For n o r m a l works ta t ions or P C s , it is very easy t o s teal 
or modify d a t a a n d p rog rams on t h e h a r d disks. O p e r a t i n g sy s t em 
software could be modified to log keystrokes to ex t rac t enc ryp t ion keys 

1Even greater security would be achieved if the terminals were also secure, since oth
erwise the users would have no assurances that their every keystroke aren't being spied 
upon. 
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t h a t you m a y have used t o p ro tec t da t a . T h e r e is no pr ivacy nor in
tegr i ty when t h e a t t acker may have h a d physical access to t h e machine , 
even if we don ' t allow t h e a t t acker to add Tro jan horse ha rdware (e.g., 
a modified keyboard which-logs keystrokes or a ne twork interface boa rd 
which sends t h e sys tem m e m o r y contents t o t h e a t t acke r ) . 

2. T h e p rob l em of providing t amper -p roof audi t t rai ls and account ing 
logs is s imilar t o t h a t of works ta t ion integri ty, excep t t h a t ins tead of 
p ro tec t ing largely s ta t ic d a t a (opera t ing sys t em kernels a n d sys tem 
p rog rams) t h e goal is to m a k e the genera ted logs unforgeable. For 
n o r m a l works ta t ions or P C s , no th ing prevents a t t ackers from modifying 
s y s t e m logs to erase evidence of int rusion. Similarly, secure sys tem 
account ing is impossible because no th ing p ro tec t s t h e integr i ty of t h e 
account ing logs. 

3. T h e p r o b l e m of providing copy pro tec t ion for p rop r i e t a ry p rog rams is 
also insoluble. Dis t r ibu t ing software in enc ryp ted form does not he lp , 
since t o r u n it t h e user ' s mach ine mus t have t h e software dec ryp ted 
in i ts memory . Because we can not g u a r a n t e e t h e integr i ty of t h e ma
chine 's ope ra t ing sys tem, we have no assurances as to t h e pr ivacy of 
th is i n - m e m o r y copy of t h e software. 

4. A n o t h e r difficult p rob l em is t h a t of providing electronic cur rency with
ou t centra l ized control . Any electronic represen ta t ion of cur rency is 
subjec t to dupl ica t ion — d a t a s tored in c o m p u t e r s can always be 
copied, regardless of how our software m a y chose to in te rpre t t h e m . 
W h e n electronic cur rency no longer r ema in on t rus t ed , centra l ized 
server machines , t he r e is no way to gua ran t ee against t a m p e r i n g . 

Given t h a t we can not t ru s t t h e sys tem software on our publ ic ly ac
cessible c o m p u t e r s , any electronic cur rency on our mach ines migh t b e 
a rb i t ra r i ly c rea ted , destroyed, or sent over a ne twork t o t h e a t t acker . 
Al ternat ively, an u n t r u s t w o r t h y user can record t h e s t a t e of his com
p u t e r pr ior t o "spending" his e lectronic currency, after which he s imply 
reset t h e s t a t e of his c o m p u t e r t o t h e saved s t a t e . W i t h o u t a way to 
securely m a n a g e currency, a t tackers m a y "pr in t " m o n e y at will. Fur
t h e r m o r e , t h e a t t acker may t ake advan tage of a pa r t i t i oned ne twork in 
order to use t h e s ame electronic currency in t r ansac t ions wi th machines 
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in different pa r t i t ions . Since no communica t ion is possible be tween 
these mach ines , users (or compu te r s ac t ing as service-providers) have 
no way t o check for duplicity. 

All of these p rob lems are vu lnerab le to t h e s a m e sort of physical a t t a cks 
which resul t in a loss of pr ivacy and integrity. Any software p ro tec t ion sys t em 
crucial ly rely on t h e physical securi ty of t h e under ly ing h a r d w a r e and are 
comple te ly useless when t h e physical securi ty a s sumpt ion is v iola ted . 

We can, however, close t h e a s sumpt ion / r ea l i t y gap in c o m p u t e r security. 
By add ing physical ly secure coprocessors to c o m p u t e r sys tems , real , p rac t i 
cal secur i ty sys tems can be bui l t . Not only are secure coprocessors necessary 
and sufficient for securi ty sys tems to b e bui l t , placing t h e securi ty pa r t i t i on 
a round a coprocessor is t h e n a t u r a l mode l for providing secur i ty for worksta
t ions . Moreover, t h e y are cost effective and can be m a d e largely t r a n s p a r e n t 
to t h e end user . 

T h e rest of th i s p a p e r presents an out l ine of t h e theory of secure copro
cessors. Sect ion 2 presents a mode l for physical ly secure coprocessors and 
gives a n u m b e r of p la t forms t h a t use secure coprocessor technology. Sect ion 
3 discusses appl ica t ions of secure coprocessors. Section 4 presents a h ierarchy 
of t r ad i t iona l a n d new approaches of physical security. Sect ion 5 presents a 
sys t em a rch i t ec tu re t h a t allows secure coprocessors to b e in tegra ted in exist
ing ope ra t ing sys tems . Section 6 tackles t h e p rob l em of au then t i c a t i ng t h e 
presence of a secure coprocessor to users . Section 7 discusses previous work. 

2 Secure Co-Processors 
W h a t do we m e a n by t h e t e r m secure coprocessor? A secure coprocessor 
is a h a r d w a r e m o d u l e conta in ing (1) a C P U , (2) R O M , and (3) N V M (non
volat i le m e m o r y ) . Th i s h a r d w a r e m o d u l e is physical ly shielded from pene t r a 
t ion , and t h e I / O interface to th i s modu le is t h e only m e a n s by which access 
t o t h e in te rna l s t a t e of t h e m o d u l e can be achieved. (Examples of packaging 
technology are discussed la ter in th is section.) Such a h a r d w a r e m o d u l e can 
b e used t o s to re c ryp tograph ic keys wi thou t risk of release of those keys. 
More generally, t h e C P U can perform a rb i t r a ry c o m p u t a t i o n s a n d t h u s t h e 
h a r d w a r e m o d u l e , when added to a c o m p u t e r , becomes a t r ue coprocessor. 
Often, t h e secure coprocessor will contain special pu rpose h a r d w a r e in addi-
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t ion to t h e C P U and m e m o r y ; for example , high speed e n c r y p t i o n / d e c r y p t i o n 
h a r d w a r e may b e used. 

T h e packaging technology p ro tec t s t h e secure coprocessor - we a s sume 
t h a t t h e coprocessor is packaged in such a way t h a t physical a t t e m p t s to 
gain access t o t h e in te rna l s t a t e of t h e coprocessor will resul t in rese t t ing t h e 
s t a t e of t h e secure coprocessor (i.e., e rasure of t h e N V M contents a n d C P U 
regis ters) . A n in t rude r m a y break in to a secure coprocessor a n d look inside 
t o see how i t ' s cons t ruc ted ; t h e in t ruder can not , however, affect or learn t h e 
in te rna l s t a t e of t h e secure coprocessor except t h rough n o r m a l I / O channels 
or by forcibly rese t t ing t h e en t i re secure coprocessor. T h e gua ran tees abou t 
t h e pr ivacy a n d integr i ty of non-volat i le m e m o r y provide t he foundat ions 
needed t o bui ld securi ty sys tems . 

2.1 Physical Assumptions for Security 
O u r basic a s s u m p t i o n is p r iva te a n d t amper -proof processing in a coproces
sor. J u s t as a t t ackers can exhaust ive ly search c ryp tograph ic key spaces, it 
m a y b e possible t o falsify t h e physical securi ty hypothes i s by expend ing enor
m o u s resources (possibly feasible for very large corpora t ions or government 
agencies) , b u t we will a s sume t h e physical securi ty of t h e sy s t em as an ax iom. 
T h i s is a physical work-factor a rgumen t , s imilar in spiri t to in t rac t ib i l i ty as
sumpt ions of c ryptography. O u r secure coprocessor m o d e l does not d e p e n d 
on t h e pa r t i cu la r technology used to satisfy t h e work-factor a s sumpt ion . J u s t 
as c ryp tograph ic schemes m a y be scaled to increase t h e resources requi red to 
p e n e t r a t e a c ryp tograph ic sys tem, current securi ty packaging techniques m a y 
be scaled or different packaging techniques may be employed to increase t h e 
work-factor necessary t o successfully bypass t h e physical securi ty measures . 

In Sect ion 3, we will see examples of how we can bul id secure subsys
t e m s runn ing par t ia l ly on a secure coprocessor by leveraging off t h e physical 
secur i ty of t h e coprocessor. 

2.2 Limitations of Model 

Even t h o u g h confining all c o m p u t a t i o n wi th in secure processors would ideally 
suit our secur i ty needs , in reali ty we can not - and should not - convert all of 
our processors in to secure processors. T h e r e are two m a i n reasons: t he first is 
inherent l imi ta t ions of t h e physical securi ty techniques in packaging circui ts , 
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and t h e second is t h e need to keep t h e sys tem main ta inab le . For tuna te ly , 
as well shall see in Section 3, we do not need t h e en t i re c o m p u t e r t o be 
physical ly shielded. It suffices to have only a por t ion of t h e c o m p u t e r be 
physical ly p ro tec t ed . 

Cur ren t packaging technology l imi ts us to app rox ima te ly one p r in ted cir
cui t boa rd in size d u e t o hea t diss ipat ion a n d o the r concerns . F u t u r e devel
o p m e n t s m a y eventual ly relax th is and allow us to more of t h e sol id-s ta te 
componen t s of a mul t iprocessor works ta t ion physically secure, pe rhaps an en
t i re card cage; t h e securi ty p rob lems of ex te rna l mass s torage and ne tworks , 
however, will in all l ikelihood r ema in a cons tan t . 

Whi l e it m a y b e possible to securely package an en t i re mul t iprocessor in 
a physical ly secure m a n n e r , it is likely to be imprac t i ca l and is unnecessary 
besides . If we can ob ta in similar functionali t ies by placing t h e securi ty con
cerns wi th in a single coprocessor, we can avoid t h e cost of m a k i n g all t h e 
processors (in mul t iprocessors) secure. 

Mak ing a sys t em easy to ma in t a in m e a n s a m o d u l a r design. Once a hard
ware m o d u l e is encapsu la t ed in a physical ly secure package, d isassembling 
t h e m o d u l e t o fix or replace some componen t will p robab ly b e very difficult 
if not impossible . Moreover, packaging considerat ions as well as t h e e x t r a 
h a r d w a r e development t i m e requi red implies t h a t t h e technology used wi th in 
a secure coprocessor may lag slightly beh ind t h e technology used wi th in t h e 
host sy s t em - p e r h a p s by one genera t ion . T h e right ba lance be tween phys
ically shielded and unshie lded componen t s will depend on t h e class of ap
pl icat ions for which t h e sys tem is in tended. Fo r -many appl ica t ions , only a 
smal l po r t ion of t h e sys tem mus t be p ro tec ted . 

2.3 Potential Platforms 
Several real ins tances of physical ly secure processing exist . Th i s subsect ion 
describes some of these p la t forms , giving t h e types of a t t acks which these 
sys tems are p r epa red agains t , and t h e l imi ta t ions placed on t h e sy s t em due 
t o t h e approaches t aken to p ro tec t against physical in t rus ion. 

T h e /zABYSS [56] and Ci tade l [58] sys tems provide physical ly secur i ty 
by employing board- level p ro tec t ion . T h e sys tems include an off-the-shelf 
microprocessor , some non-volat i le ( ba t t e ry backed) memory , as well as special 
sensing c i rcui t ry which de tec t s in t rus ion into a pro tec t ive casing a round t h e 
circuit boa rd . T h e securi ty c i rcui t ry erases t h e non-volat i le m e m o r y before 
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a t tackers can p e n e t r a t e far enough to disable t h e sensors or t o read t h e 
m e m o r y contents from t h e m e m o r y chips. T h e Ci tade l sys t em expands on 
fx A B Y S S , incorpora t ing subs tan t ia l ly grea te r processing power; t h e physical 
secur i ty mechan i sms r ema in ident ical . 

Phys ica l secur i ty mechan i sms m u s t p ro tec t against m a n y types of physical 
a t t a cks . In t h e / /ABYSS and Ci tade l sys tems , it is a s sumed t h a t in order 
for in t rude r s to p e n e t r a t e t h e sys tem, t hey mus t b e able to p r o b e t h rough 
a hole of one mi l l imeter in d i ame te r (p robe p in vol tages, des t roy sensing 
circuitry, e t c ) . To prevent direct intrusion, these sys tems incorpora te sensors 
consist ing of fine (40 gauge) n ichrome wire, very low power sensing circui ts , 
a n d a long life-time ba t t e ry . T h e wires are loosely w r a p p e d in m a n y layers 
a b o u t t h e circuit boa rd and t h e ent i re assembly d ipped in a p o t t i n g ma te r i a l . 
By loosely wrapp ing t h e wires before embedd ing in epoxy, t h e wire posi t ions 
are dense a n d yet r andomized , and t h e sensing electronics can de tec t open 
circui ts or shor t circui ts in t h e wires and erase t h e non-volat i le memory . It 
is a s sumed t h a t physical in t rus ion by mechanical m e a n s (e.g., dri l l ing) can 
no t p e n e t r a t e t h e epoxy wi thou t breaking one of these wires. 

A n o t h e r physical a t t a ck is t h e use of solvents to dissolve t h e p o t t i n g 
m a t e r i a l t o expose t h e sensor wires. To block th is a t t ack , t h e p o t t i n g m a t e r i a l 
is designed t o b e chemical ly "s t ronger" t h a n t h e sensor wires. Th i s implies 
t h a t solvents will des t roy at least one of t h e wires - a n d thus c rea te an open-
circui t condi t ion - before t h e in t ruder can bypass t h e p o t t i n g m a t e r i a l and 
access t h e circui t boa rd . 

T h e nex t physical a t t a c k is t h e low t e m p e r a t u r e a t t ack . Semiconduc to r 
memor i e s r e t a in s t a t e a t very low t e m p e r a t u r e s even wi thou t power, so an 
a t t acker could freeze t h e secure coprocessor to disable t h e b a t t e r y a n d t h e n 
ex t r ac t t h e m e m o r y conten ts a t leisure. Th i s a t t a ck is qu i t e s imply blocked, 
however, by t h e add i t ion of a t e m p e r a t u r e sensor which p e r m i t s t h e physical 
p ro tec t ion c i rcu i t ry t o erase secrets before t h e low t e m p e r a t u r e can disable 
i t . T h e s y s t e m m u s t have enough t h e r m a l mass t o prevent quick freezing -
by be ing d i p p e d in to l iquid n i t rogen or he l ium, for e x a m p l e - so th is places 
some l imi ta t ions on t h e m i n i m u m size of t h e sys tem. 

T h e nex t s tep in sophis t ica t ion is t h e high powered laser a t t ack . Here , 
t h e idea is t h a t by employing a high powered (UV) laser it m a y b e possible 
t o cu t t h r o u g h t h e pro tec t ive p o t t i n g ma te r i a l and selectively cut a r un on 
t h e circui t b o a r d or des t roy t h e b a t t e r y before t h e sensing c i rcui t ry has t i m e 
to reac t . To p ro tec t against th is a t t ack , a l u m i n a or silica is added to t h e 
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epoxy p o t t i n g ma te r i a l which causes it to absorb U V - t h e genera ted hea t 
will cause mechanica l s tress , which will cause one or more of t h e sensing wires 
to break . 

Ins tead of t h e b o a r d level approach , physical securi ty can b e provided for 
smal ler , chip level packages. T h e NSA' s proposed D E S rep lacement (Black 
boxes [38]) is a special pu rpose encryp t ion chip. T h e IC is designed in such a 
way t h a t key informat ion (and pe rhaps o the r i m p o r t a n t enc ryp t ion p a r a m e 
te rs - t h e enc ryp t ion a lgor i thm is supposed to b e secret as well) a re des t royed 
when a t t e m p t s are m a d e t o open t h e IC chip packaging. T h e types of a t t acks 
which th is can w i t h s t a n d is unknown. 

A n o t h e r app roach to physical ly secure processing can b e seen in t h e idea 
of using smartcards. [31] A s m a r t c a r d essentially consists of credit-size micro
c o m p u t e r which can be carr ied in a wallet . Whi l e t h e processor is l imi ted 
by size cons t ra in t s and t hus is not as powerful as t h a t found in board-level 
sys tems , no special sensing c i rcui t ry is necessary since physical securi ty is 
m a i n t a i n e d by t h e v i r t ue of i ts por tabi l i ty . Users m a y car ry the i r smar t -
cards w i th t h e m at all t imes and can provide t h e necessary physical security. 
Au then t i c a t i on techniques for s m a r t cards have been widely s tud ied [31, 1]. 

T h e s e p la t forms a n d the i r imp lemen ta t ion p a r a m e t e r s toge the r provide 
t h e technology envelope wi th in which secure coprocessor h a r d w a r e will likely 
reside a n d th is envelope will provide cons t ra in ts on wha t class of a lgor i thms 
are reasonable . As m o r e c o m p u t a t i o n power move into l ap top compu te r s 
and s m a r t c a r d s a n d b e t t e r physical p ro tec t ion mechan isms are devised, th is 
envelope will grow larger wi th t i m e . 

3 Applications 
Because secure coprocessors can process secrets as well as s tore t h e m , t hey 
can do much m o r e t h a n jus t keep secrets secret . We can use t h e abi l i ty to 
c o m p u t e pr iva te ly t o per form m a n y securi ty re la ted tasks , inc luding (1) hos t 
in tegr i ty verification, (2) t a m p e r proof audi t t ra i l s , (3) copy p ro tec t ion , and 
(4) e lect ronic currency. None of these are realist ically possible on physical ly 
exposed machines . 
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3-1 Host Integrity Check 
T h e p r o b l e m of T ro jan horse p rog rams d a t e back t o t h e 1960s if no t earlier. 
Fake login p r o g r a m s are t h e mos t c o m m o n , t h o u g h games a n d fake ut i l i t ies 
are popu la r for se t t ing u p backdoors as well. Worse , c o m p u t e r viruses exacer
ba t e s t h e p r o b l e m of host in tegr i ty — t h e sys t em m a y easily b e i nadve r t an t l y 
co r rup ted dur ing n o r m a l use. 

T h e host in tegr i ty p rob lem can b e amel iora ted par t ia l ly by gua ran tee ing 
t h a t all p rog rams have been inspected and approved by a t r u s t ed author i ty , 
b u t th is is a t bes t an incomple te solut ion. W i t h compu te r s ge t t ing smal ler 
and works ta t ions often physical ly accessible in publ ic c o m p u t e r c lusters , at
tackers can easily bypass any logical safeguards to modify t h e disks. How 
can you tel l if even t h e ope ra t ing sys tem kernel is correct? T h e integri ty 
of t h e c o m p u t e r needs to b e verified. T h e integri ty of t h e kernel image and 
sys t em ut i l i t ies s tored on disk mus t b e verified t o be una l t e r ed since t h e last 
sy s t em re lease . 2 

T h e r e a re two m a i n cases t o examine . T h e first is t h a t of s t anda lone 
works ta t ions t h a t axe not connected to any ne tworks , and t h e second is t h a t of 
a ne tworked works ta t ions wi th access to d i s t r ibu ted services such as AFS[53] 
or Athena[3] . Whi l e publ ic ly accessible s t anda lone works ta t ions have fewer 
avenues of a t t ack , t he r e are also fewer opt ions for counter ing a t t acks as well. 
We will e x a m i n e b o t h cases concurrent ly in t h e following discussion. 

O n e mode l which solves t h e host integri ty p rob lem is t h a t of using a se
cure coprocessor to per form t h e necessary integri ty checks. Because of t h e 
pr ivacy a n d in tegr i ty gua ran tees on secure coprocessor m e m o r y and process
ing, we can use a secure coprocessor t o check t h e integr i ty of t h e hos t ' s s t a t e 
a t b o o t u p a n d have confidence in t h e resul ts . At boo t t i m e , t h e secure co
processor is t h e first to gain control of t h e sys t em a n d can decide whe the r to 

2Sufficiently sophisticated hardware emulation can fool both users and any integrity 
checks. If an attacker replaced a disk controller with one which would provide the expected 
data during system integrity verification but would return Trojan horse data (system pro
grams) for execution, there would be no completely reliable way to detect this. Similarly, 
it would be very difficult to detect if the CPU were substituted with one which fails to cor
rectly run specific pieces of code in the OS protection system. One limited defense against 
hardware modifications is to have the secure coprocessor do behavior and timing checks 
at random intervals. There is no absolute defense against this form of attack, however, 
and the best that we can do is to make such emulation difficult and force the hardware 
hackers to more perfectly build Trojan horse hardware. 
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allow t h e host C P U to cont inue by first checking t h e disk-resident b o o t s t r a p 
p rog ram, ope ra t i ng sys tem kernel , and all sys t em ut i l i t ies for evidence of 
t a m p e r i n g . 

T h e c ryp tograph ic checksums of s y t e m images mus t b e s tored in t h e se
cure coprocessor 's N V M and p ro tec ted against modif icat ion, and , depend ing 
on t h e c ryp tograph ic checksum a lgor i thm chosen, exposure . Of course, tab les 
of c ryp tograph ic checksums can be paged out t o host m e m o r y or disk after 
first checksumming and enc ryp t ing t h e m wi th in t h e secure coprocessor; th is 
can be hand led as an extens ion to no rma l v i r tua l m e m o r y paging. Since t h e 
in tegr i ty of t h e c ryp tograph ic checksums is gua ran t eed by t h e secure copro
cessor, we can de tec t any modificat ions to t h e sys tem objec ts and thus are 
p ro tec t ed against a t t acks on t h e ex te rna l s torage. 

O n e a l t e rna t ive mode l t h a t some people have proposed is t o jus t e l imina te 
external , s torage for ne tworked works ta t ions — use t ru s t ed file servers and 
access a r e m o t e , d i s t r ibu ted file sys t em for all ex te rna l s torage. Any paging 
needed to implement v i r tua l m e m o r y also goes across t h e ne twork t o a t r u s t e d 
server wi th disk s torage. 

W h a t are t h e difficulties wi th th is model? F i r s t , no te t h a t non-publ ic ly 
r eadab le files a n d v i r tua l m e m o r y pages m u s t be enc ryp ted before be ing 
t ransfer red over t h e network and so some h a r d w a r e suppor t is p robab ly re
qui red anyway for per formance reasons. F u r the r mor e , t h e mode l suffers from 
t h e p rob l em t h a t t h e works ta t ion m u s t b e able to a u t h e n t i c a t e t h e ident i ty 
of these t r u s t e d file servers ( the host- to-host au then t i ca t ion p r o b l e m ) . Since 
t h e works ta t ion can not keep secrets , we can not use shared secrets t o enc ryp t 
and a u t h e n t i c a t e d a t a be tween t h e works ta t ion and the file servers. T h e bes t 
t h a t we can do is t o have t h e file servers use publ ic key c ryp tog raphy to cryp-
tographica l ly sign t h e kernel image when we boo t over the„ ne twork , b u t we 
mus t b e able t o s tore t h e publ ic keys of t h e t ru s t ed file servers somewhere . 
W i t h exposed works ta t ions , the re ' s no safe place t o s tore t h e m . At tackers 
can always modify t h e publ ic keys (and network addresses) of t h e file servers 
so t h a t t h e works ta t ion would contac t a false server. Ob ta in ing publ ic keys 
from some ex te rna l key server only pushes t h e p rob lem one level deeper — 
t h e works ta t ion would need to a u t h e n t i c a t e t h e ident i ty of t h e key server, 
and a t t ackers need only t o modify t h e s tored publ ic key of t h e key server. 

If we page v i r tua l m e m o r y over t h e network (which we a s sume is not 
secure) , t h e p rob lem becomes only worse. No th ing guaran tees t h e privacy or 
in tegr i ty of t h e v i r tua l m e m o r y as it is t ransferred over t h e ne twork . If t h e 
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d a t a is t ransfer red in t h e clear, an a t tacker can s imply record ne twork packets 
to b reak privacy a n d m o d i f y / s u b s t i t u t e ne twork traffic to des t roy integrity. 
W i t h o u t t h e abil i ty to keep secrets , encryp t ion is useless for p ro tec t ing the i r 
m e m o r y — a t t ackers can ob ta in t h e encryp t ion keys by physical m e a n s a n d 
des t roy pr ivacy a n d integr i ty as before. 

A second a l t e rna t ive mode l which is a pa r t i a l solut ion to t h e host in tegr i ty 
p r o b l e m is t o use a secure boot floppy conta in ing sys tem integr i ty verification 
code t o br ing machines u p . Le t ' s first look a t t h e a s sumpt ions involved 
here . F i r s t , n o t e t h a t we are assuming t h a t t h e host h a r d w a r e has no t been 
compromised . If t h e host h a r d w a r e has been compromised , t h e "secure" boo t 
floppy can easily b e ignored or even modified when used, whereas secure 
coprocessors can no t . T h e mode l of using a secure removable m e d i a for 
boo t ing assumes t h a t u n t r u s t e d users gets a (new) copy of a m a s t e r boo t 
floppy from t h e t r u s t e d opera to r s each t i m e a mach ine is r eboo ted from an 
u n k n o w n s t a t e . Users mus t not have access to t h e m a s t e r boot floppy since 
it mus t not b e a l te red . 

W h a t p rob lems axe there? Boot floppies can not keep secrets — encryp
t ion does no t he lp , since t h e works ta t ion mus t b e able t o dec ryp t t h e m and 
works ta t ions can not keep secrets (encrypt ion keys) e i ther . T h e only way to 
assure in tegr i ty wi thou t comple te ly reloading t h e sys tem software is t o check 
it by checking some k ind of c ryp tograph ic checksum on t h e sys t em images . 

T h e r e a re a vaxiety of c ryp tograph ic checksum functions available, and 
all obviously requi re t h a t t h e integri ty of t h e checksums for t h e "correct" 
d a t a b e ma in t a ined : when we check t h e sys tem images on t h e disk of a 
suspec t works ta t ion , we mus t r e c o m p u t e new checksums a n d c o m p a r e t h e m 
wi th t h e original ones. Th i s is essentially t h e s a m e p rocedure as t h a t used 
for secure coprocessors, except t h a t ins tead of providing integr i ty wi th in a 
piece of secure h a r d w a r e we use t ru s t ed opera to rs ins tead . T h e p rob lem then 
becomes t h a t of m a k i n g sure t h a t opera to r s a n d users follow t h e p rope r se
cur i ty p rocedures . Requi r ing t h a t users ob ta in a fresh copy of t h e in tegr i ty 
check software a n d d a t a each t i m e they need to reboot a mach ine is cumber 
some. F u r t h e r m o r e , requir ing a central ized d a t a b a s e of all t h e software t h a t 
requires in tegr i ty checks for all versions of t h a t software on t h e various ma
chines will b e ano the r m a n a g e m e n t n i g h t m a r e and t h a t central ized d a t a b a s e 
becomes a cent ra l po in t of a t t ack . Dest roying this d a t a b a s e will deny service 
to a n y b o d y who wishes to securely b o o t s t r a p the i r mach ine . 

Beyond simplifying t h e p rocedura l securi ty involved in us ing special b o o t 
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floppies in host integr i ty verification, secure coprocessors also grea t ly sim
plifies t h e p rob lem of sys tem upgrades . Th is is especially i m p o r t a n t when 
t he r e are large number s of machines on a network: sys tems can b e securely 
upg raded r emote ly t h rough t h e ne twork . F u r the r mor e , i t ' s easy t o keep t h e 
sys t em images enc ryp ted while be ing t ransferred over t h e ne twork a n d while 
resident on secondary s torage. Th i s provides us wi th t h e abi l i ty t o keep 
p rop r i e t a ry code p ro tec t ed against mos t a t t acks . As no ted below in Sect ion 
3.3, we can only r u n (por t ions of) t h e p ropr i e t a ry software wi th in t h e secure 
coprocessor, allowing vendors to have execute-only semant ics — propr i e t a ry 
software need never appea r in t h e clear outs ide of a secure coprocessor. 

B o t h secure coprocessors and secure boot floppies can be fooled by a 
sufficiently faithful emula t ion of t h e sys tem which s imulates a "no rma l " disk 
dur ing in tegr i ty checks, secure coprocessors allow us to employ m o r e powerful 
in tegr i ty check techniques t o provide b e t t e r security. F u r t h e r m o r e , careless 
use (i .e. , reuse) of boo t floppies becomes ano the r channel of a t t a ck — b o o t 
floppies can easily b e m a d e into viral vectors . 

Along wi th in tegr i ty secure coprocessors offer privacy; th i s p rope r ty al
lows t h e use of a wider class of c ryp tograph ic checksum funct ions. T h e r e 
a re m a n y c ryp tograph ic checksum functions t h a t might b e used, inc luding 
Rives t ' s M D 5 [46], Merkle ' s Snefru [32], I B M ' s M D C [25, 26], chained D E S , 
and K a r p a n d Rab in ' s family of fingerprint functions[28]. All of these requi re 
integri ty; t h e last t h r ee requires privacy of keys. T h e s t r eng th of these rely 
on t h e difficulty of finding collisions — two different i npu t s w i th t h e s a m e 
checksum. T h e in t rac t ib i l i ty a rgumen t s for t he first four of these a re based 
on conjectured n u m b e r s of bi t opera t ions needed required to find collisions, 
and so are weak wi th respect t o theore t ica l foundat ions . M D C , chained D E S , 
and t h e fingerprint functions also keep t h e ident i ty of t h e pa r t i cu la r check
s u m function used secret — wi th M D C and DES it corresponds t o keeping 
enc ryp t ion keys (which select pa r t i cu la r encryp t ion functions) secret , and 
wi th fingerprint functions it corresponds to keeping a i r reducible po lynomia l 
(which defines t h e fingerprint function) secret . D E S , of course, is less well 
u n d e r s t o o d t h a n t h e K a r p - R a b i n funct ions. 

T h e secrecy requi rement of M D C , chained D E S , and K a r p - R a b i n func
t ions is a s t ronger a s sumpt ion which can be provided by a secure coprocessor 
a n d it allows us t o use c ryp tograph ic functions wi th b e t t e r theore t ica l un
derp inn ings , t hus improving t h e bounds on t h e securi ty provided . Secrecy, 
however, can no t b e provided by a boo t floppy. T h e K a r p - R a b i n fingerprint 
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funct ions a re super ior t o chained DES in t h a t it is much faster and much 
easier t o implement ( thus t h e implementa t ion is less likely to conta in bugs) , 
a n d t h e r e are no proven s t rong lower bounds on the difficulty of b reaking 
D E S . 

Sect ion 5.1 discusses t h e deta i ls of host in tegr i ty check as i t re la tes t o 
secure coprocessor a rch i tec tu ra l requi rements , and Section 5.4 discusses how 
sys t em upgrades would be hand led by a secure coprocessor. Also relevant 
is t h e p rob l em of how can t h e user know if a secure coprocessor is runn ing 
p roper ly in a sys tem; Section 6 discusses th is . 

3.2 Audit Trails 
In order to p roper ly per form sys tem account ing and to provide d a t a to t r ace 
a n d de tec t i n t rude r s on t h e host sys tem, aud i t t ra i ls m u s t b e kept in a 
secure m a n n e r . F i r s t , no te t h a t t h e in tegr i ty of t h e aud i t ing and account ing 
logs can no t be comple te ly gua ran t eed (since t h e en t i re physical ly accessible 
mach ine , inc luding t h e secure coprocessor, m a y be des t royed) . T h e logs, 
however, can b e m a d e t a m p e r evident . Th i s is qu i t e i m p o r t a n t for in t rusions 
de tec t ion — forging sys t em logs to e l imina te evidence of p e n e t r a t i o n is one 
of t h e first th ings t h a t a sys tem cracker will a t t e m p t . T h e privacy and 
in tegr i ty of t h e sys tem account ing logs and audi t t rai ls can b e gua ran teed 
(modu lo t h e des t ruc t ion of t h e secure coprocessor) s imply by holding t h e m 
inside t h e secure coprocessor. I t is undes i rab le , however, t o have t o keep 
every th ing inside t h e secure coprocessor since account ing and aud i t logs can 
grow very large and resources wi th in t h e secure coprocessor are likely to be 
t igh t . For tuna te ly , it is also unnecessary. 

To provide secure logging, we use t h e secure coprocessor to seal t h e d a t a 
agains t t a m p e r i n g wi th one of t h e c ryp tograph ic checksum functions dis
cussed above and wr i te t h e logging informat ion out to t h e filesystem. T h e 
sealing opera t ion mus t b e per formed wi th in t h e secure coprocessor, since all 
keys used in th i s ope ra t ion mus t be kept secret . By la ter verifying these 
c ryp tograph ic checksums we m a k e t h e log d a t a t a m p e r evident , since t h e 
probabi l i ty t h a t an a t t acke r can forge logging d a t a to m a t c h t h e old d a t a ' s 
checksums is as t ronomica l ly low. This technique reduces t h e secure copro
cessor s torage requi rement from large logs to jus t t h e c ryp tograph ic keys 
a n d checksums, typical ly several words pe r page of memory. If t h e space re
qu i remen t for t h e keys and checksums is still t oo large, t h e y can be s imilar ly 
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wr i t t en out to secondary s torage after being enc ryp ted and checksummed by 
m a s t e r keys. 

Addi t iona l c ryp tograph ic techniques can b e used for t h e c ryp tograph ic 
sealing, depend ing on t h e sys t em requ i rements . Cryp tog raph ic checksums 
can provide t h e basic t a m p e r de tec t ion and is sufficient if only in tegr i ty of 
t h e logs is needed . If t h e account ing and aud i t ing logs m a y conta in sensitive 
informat ion , pr ivacy can be provided by using encrypt ion . If r e d u n d a n c y is 
requi red , techniques such as secure q u o r u m consensus [24] and secret shar ing 
[50] m a y b e used to d i s t r ibu te t h e d a t a over t h e ne twork to several machines 
wi thou t grea t ly expand ing t h e space requi rements . 

3.3 Copy Protect ion 
A c o m m o n way of charging for software is t h a t of l icensing t h e software on 
a pe r C P U , pe r s i te , or per use basis. A typical requi rement of software 
licenses is t h e prohib i t ion against m a k i n g copies for use on o the r unl icensed 
machines . W i t h o u t a secure coprocessor, th is in junct ion against copying is 
unenforceable . If t h e user can execu te t h e code on any physical ly accessi
ble works ta t ion , t h e user can also read t h a t code. Even if we a s sume t h a t 
a t t ackers can not read t h e works ta t ion m e m o r y while i t ' s runn ing , we are 
impl ic i t ly assuming t h a t t h e works ta t ion was boo ted correct ly — verifying 
th is p roper ty , as discussed above, requires t h e use of a secure coprocessor. 

W h e n secure coprocessors are added to a sys tem, however, we can qu i t e 
easily p ro tec t executables from being copied and illegally ut i l ized by a t t ack
ers. T h e p ropr i e t a ry code t o b e p ro tec ted — or at least some cri t ical po r t ion 
of it — can be d i s t r ibu ted and s tored in enc ryp ted form, so copying it wi th
ou t ob ta in ing t h e code decryp t ion key is use less . 3 Pub l ic key c ryp tog raphy 
m a y b e used to enc ryp t t h e en t i re software package or a key for use wi th a 
p r iva te key sys t em such as D E S . W h e n a user pays for t h e use of a p r o g r a m , 
a digi tal ly signed certificate of t h e publ ic key used by his secure coprocessor 
is sent t o t h e software vendor . Th i s certificate is signed by a key m a n a g e m e n t 
center verifying t h a t a given publ ic key corresponds to a secure coprocessor, 
and is p r i m a facie evidence t h a t t h e publ ic key is valid. T h e cor responding 

3Allowing the encrypted form of the code to be copied means that we can backup the 
workstation. Even giving attackers access to the backup tapes will not release any of 
the proprietary code. Note that our encryption function should be resistant to known 
plaintext attacks, since executable binaries typically have standardized formats. 
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pr iva te key is s tored only wi th in t h e N V M of t h e secure coprocessor; t hus , 
only t h e secure coprocessor will have full access to t h e p ropr i e t a ry software. 

Because t h e p ro tec t ed code is dec ryp ted only wi th in t h e secure copro
cessor, t h e secure coprocessor-resident por t ion can exercise comple t e control 
over w h e t h e r runn ing t h e r ema inde r of t h e code will b e useful. T h e secure 
coprocessor-resident code should no t , of course, consist of j u s t access control 
b u t r a t h e r mus t also include cri t ical p ropr ie t a ry code — it will b e t h e cost 
of rep l ica t ing th is code from specifications t h a t will de te r a t t ackers . 

If t he r e is insufficient m e m o r y wi th in t he secure coprocessor to hold t h e 
cr i t ical p rop r i e t a ry code a n d r u n - t i m e d a t a used by t h e software, s imple 
c ryp tograph ic paging m a y b e employed where pages are enc ryp ted before 
be ing sent t o secondary s torage and dec ryp ted as it is read back into secure 
coprocessor memory . (Cryp tograph ic h a r d w a r e has progressed to t h e point 
where it is possible to implement c ryp tograph ic paging wi thou t unaccep tab le 
overheads. ) 

A s impler version of t h e copy pro tec t ion appl ica t ion for secure coproces
sors originally a p p e a r e d in [57]. 

3.4 Electronic Currency 
W i t h t h e abi l i ty t o keep licensed p ropr i e t a ry software e n c r y p t e d a n d have 
execute-only semant ics , a n a t u r a l appl ica t ion would b e t o allow pay-per -use 
semant ics . In add i t ion to control l ing access to t h e software according to t h e 
t e r m s of software licenses, some mechan i sm mus t be available t o per form cost 
account ing , whe the r it is j u s t keeping t rack of t h e n u m b e r of t imes a p r o g r a m 
has run or keeping t rack of dollars in t h e users ' account . More generally, th is 
account ing software provides an electronic currency abs t rac t ion . Correc t ly 
imp lemen t ing e lectronic cur rency requires t h a t account d a t a be p ro t ec t ed 
agains t t a m p e r i n g — if we can not gua ran t ee integrity, a t t ackers would be 
able t o c rea te e lectronic m o n e y a t will. Privacy, while p e r h a p s less i m p o r t a n t 
here , is a p r o p e r t y t h a t users expec t t o hold for the i r b a n k ba lance a n d wallet 
conten ts ; similarly, e lect ronic m o n e y account balances should also b e pr iva te . 

T h e r e a re several models t h a t can be adop ted for hand l ing electronic fund. 
T h e first is t h e cash analogy. Elect ronic funds are t r e a t e d as cash and have 
t h e s a m e proper t i e s : (1) exchanges of cash can be effectively anonymous , (2) 
cash can not b e c rea ted or des t royed, (3) cash exchanges requi re no cent ra l 
au thor i ty . (No te t h a t these p roper t i es axe not abso lu te even wi th cash — 
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serial n u m b e r s can b e recorded to t race t r ansac t ions , and t h e U. S. Treasury 
regular ly pr in ts a n d destroys money.) 

T h e second mode l is t h a t of a credit ca rds /checks analogy. Elec t ronic 
funds are not t ransferred direct ly; r a the r , promises of p a y m e n t — pe rhaps 
c ryptographica l ly signed to prove au then t ic i ty — are t ransferred ins tead . A 
s t ra ight forward implementa t ion of th is mode l fails t o exhibi t any of t h e 
t h r ee p roper t i e s above; by apply ing c ryp tograph ic techniques [9], anonymi ty 
can b e achieved, b u t t h e l a t t e r two requi rements r ema in i n su rmoun tab l e . 
Checks mus t b e signed and val ida ted at centra l au thor i t i es (banks ) , and 
checks /c red i t p a y m e n t s en rou te "creates" t e m p o r a r y money. F u r t h e r m o r e , 
t h e po ten t i a l for reuse of c ryp tograph ic signed checks requires t h a t t h e payee 
mus t b e able to val ida te t h e check wi th t h e centra l au tho r i ty prior t o com
m i t t i n g in a t r ansac t ion . 

T h e t h i r d mode l is analogous to a rendezvous a t t h e bank . Th i s mode l 
uses a centra l ized au tho r i t y to a u t h e n t i c a t e all t r ansac t ions and so is even 
worse for large d i s t r ibu ted appl ica t ions . However, th i s s cheme — a n d to 
some ex ten t t h e previous one — makes t h e p rob lem of securi ty less difficult. 
T h e b a n k is t h e sole a rb i te r of t h e account ba lance and can easily implement 
t h e access controls needed t o ensure pr ivacy and integr i ty of t h e d a t a . Th i s 
is essential ly t h e mode l used in Elect ronic Funds Transfer ( E F T ) services 
provided by m a n y banks — the re are no access res t r ic t ions on deposi ts in to 
accounts , so only t h e deposi tor for t h e source account need to b e au then t i 
ca ted . 

Let us e x a m i n e these models one by one. W h a t sort of p roper t i e s mus t 
e lect ronic cash have? T h e abi l i ty to easily t ransfer m o n e y from one account 
to ano the r is an obvious one. Ano the r is t h a t e lectronic m o n e y mus t not 
be allowed t o b e "crea ted" or "destroyed" by any b u t for a very few t r u s t e d 
users who regu la te t h e e lect ronic version of t h e Treasury. 

W i t h e lect ronic currency, integri ty of t h e accounts d a t a is crucial . Using 
t h e pr ivacy a s sumpt ion we can es tabl ish a secure communica t ion channel 
be tween two secure coprocessors by using a key exchange c ryp tograph ic pro
tocol and t h u s ma in t a in pr ivacy when t ransferr ing funds. To ensure t h a t 
e lectronic m o n e y is conserved (ne i ther c rea ted nor des t royed) , t h e t ransfer of 
funds should b e failure a tomic , i.e., t h e t r ansac t ion mus t t e r m i n a t e in such 
a way as to e i ther fail comple te ly or fully succeed — transfer t r ansac t ions 
can not t e r m i n a t e wi th t h e source ba lance decremented wi thou t hav ing in
c remented t h e des t ina t ion ba lance or vice versa. B y runn ing a t r ansac t ion 
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pro tocol such as two-phase c o m m i t [11, 7, 59] on t o p of t h e secure channel , 
t h e secure coprocessors can transfer e lectronic funds from one account to an
o the r in a safe m a n n e r , providing pr ivacy as well as ensur ing t h a t m o n e y is 
conserved t h r o u g h o u t . W i t h mos t t r ansac t ion pro tocols , some "s table stor
age" for t r ansac t ion logging is needed to enable t h e sys t em t o b e res tored 
t o t h e s t a t e pr ior t o t h e t r ansac t ion when a t r ansac t ion abor t s . O n large 
t r ansac t i on sys tems th is typical ly has m e a n t mi r ro red disks w i th unin ter 
rup t ib l e power supplies . W i t h t h e s imple t ransfer t r ansac t ions here , t h e 
pe r - t r ansac t ion log typical ly is no t t h a t large, and t h e log can be t r u n c a t e d 
once t r ansac t ions c o m m i t . Because secure coprocessors need to hand le only 
a handful of users , large a m o u n t s of s tab le s torage should not b e needed — 
because we have non-volat i le m e m o r y in secure coprocessors, we only need 
to reserve some of th is m e m o r y for logging. T h e log, t h e accounts d a t a , a n d 
t h e control l ing code a re all p ro t ec t ed by t h e secure coprocessor from modifi
ca t ion , so account d a t a are safe from all b u t bugs a n d ca ta s t roph ic failures. 
Of course, t h e sy s t em should b e designed so t h a t users should have l i t t le or 
no incent ive t o destroy secure coprocessors t h a t t hey can access — which 
should b e n a t u r a l when the i r own balances are s tored on secure coprocessors 
m u c h as cash in wallets . 

N o t e t h a t th i s t y p e of decentra l ized electronic cur rency is not appropr i 
a t e for s m a r t cards unless t hey can b e m a d e physical ly secure from a t t acks 
by the i r owners . S m a r t cards are only quasi-physical ly-secure in t h a t the i r 
pr ivacy gua ran tees s t e m solely from their por tabi l i ty . Secrets m a y b e s tored 
wi th in s m a r t cards because the i r users can provide t h e physical securi ty nec
essary. Malicious users , however, can easily violate s m a r t card integri ty a n d 
insert false d a t a . 

If t h e r e is insufficient m e m o r y wi th in t h e secure coprocessor to hold t h e 
account d a t a for all i ts users , t h e code a n d t h e accounts d a t a b a s e m a y be 
c ryp tographica l ly paged to host m e m o r y or disk by first ob ta in ing a c ryp to
g raph ic checksum. For t h e accounts d a t a , encryp t ion m a y also b e employed 
since pr ivacy is typical ly desired as well. T h e s a m e considerat ions as those 
for checksums of sys t em images apply here as well. 

T h i s e lec t ronic cur rency t ransfer is analogous t o t h e t ransfer of r ights (not 
to b e confused wi th t h e copying of r ights) in a capabi l i ty based p ro tec t ion 
sys t em. Using t h e e lect ronic m o n e y — e.g., expended when r unn ing a pay-
per-use p r o g r a m — is analogous to t h e revocat ion of a capabil i ty. 

W h a t a b o u t t h e o the r models of hand l ing e lectronic funds? W i t h t h e 
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credi t c a rd / check analog, t h e au then t ic i ty of t h e p romise of p a y m e n t mus t 
be es tabl ished. W h e n t h e c o m p u t e r can not keep secrets for users , t he re can 
b e no au then t i c a t i on because no th ing unique ly identifies users . Even when 
we a s sume t h a t users can en te r the i r passwords in to a works ta t ion wi thou t 
hav ing t h e secrecy of the i r password b e compromised , we axe still faced wi th 
t h e p rob l em of providing pr ivacy and integr i ty guaran tees for ne twork com
munica t ion . W e have s imilar p rob lems as in host - to-host au then t i ca t i on in 
t h a t c ryp tograph ic keys need t o b e exchanged somehow. If communica t ions 
is in t h e clear, a t t ackers m a y s imply record a t ransferral of a p romise of pay
men t and replay it t o t empora r i ly c rea te cash. Whi l e securi ty sys tems such 
as Kerberos[54] , if p roper ly implemented , can help to a u t h e n t i c a t e ent i t ies 
and c rea te session keys , we 've rever ted again to t h e use of a centra l ized server 
a n d we've done no b e t t e r t h a n t h e bank rendezvous mode l . 

W i t h t h e b a n k rendezvous mode l , t h e "bank" supervises t h e t ransfer of 
funds. Whi l e it is easy to enforce t h e access controls on account d a t a , th is 
suffers from p rob lems wi th non-scalabil i ty, loss of anonymity , a n d easy denial 
of service from excessive centra l iza t ion. 

Because every t r ansac t ion mus t contac t t h e bank server, access t o t h e 
b a n k service will b e a per formance bot t leneck . T h e sys tem does no t scale 
well t o a large user base — when t h e bank sys t em mus t move from run
ning on a single c o m p u t e r to a several machines , d i s t r ibu ted t r ansac t ion 
sys tems techniques mus t be b rough t t o bea r anyway, so th is m o d e l has no 
real advan tages over t h e use of secure coprocessors in ease of implementa 
t ion . F u r t h e r m o r e , denying access t o t h e bank hos t , whe the r by crashing 
it directly, by cu t t i ng network feeds to i t , or jus t due to n o r m a l h a r d w a r e 
failures, m e a n s t h a t n o b o d y can make use of any bank transfers . T h i s mode l 
does not exhibi t graceful degrada t ion wi th sys tem failures. 

T h e secure coprocessor m a n a g e d electronic currency model no t only can 
provide t h e proper t ies of (1) anonymity , (2) conservat ion, and (3) decentra l 
izat ion b u t it also degrades gracefully when secure coprocessors fail. No te 
t h a t secure coprocessors d a t a m a y be mi r ro red on disk and backed u p af
t e r be ing p roper ly enc ryp ted , and so even t h e immedia t e ly affected users 
of a failed secure coprocessor should b e able to recover thei r ba lance . T h e 
securi ty admin i s t r a to r s who init ial ized t he secure coprocessor software will 
p r e s u m a b l y have access t o t h e decryp t ion keys for th is pu rpose — careful 
p rocedura l secur i ty mus t b e requi red here . T h e a m o u n t of r e d u n d a n c y and 
t h e frequency of backups depends on t h e reliabil i ty guaran tees desired; in re-
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l iable sys tems secure coprocessors m a y cont inual ly run self-checks when idle 
and warn of impend ing failures. 

4 Security Partitions In Networked Hosts 
Network hos ts , regardless of whe the r t hey use c ryp tography , have a de facto 
securi ty pa r t i t i on ing t h a t arises because different sy s t em componen t s have 
different vulnerabi l i t ies t o various a t t acks . Some of these vulnerabi l i t ies di
min i sh when c ryp tog raphy is used; similarly, t h e use of a secure coprocessor 
can be t h o u g h t of as add ing ano the r layer t o t h e pa r t i t ion ing . By boot 
s t r app ing our sys t em using an secure coprocessor and thus ensur ing t h a t t h e 
correct ope ra t ing sys t em is runn ing , we can provide pr ivacy a n d integr i ty 
gua ran tees on m e m o r y t h a t were not possible before. In par t i cu la r , publ ic 
works ta t ions can use secure coprocessors and c ryp tography to g u a r a n t e e t h e 
pr ivacy of disk s torage a n d provide in tegr i ty checks. Let us see w h a t we k ind 
of p r ivacy / in t eg r i ty guaran tees are a l ready available in t h e sys t em and w h a t 
new ones we can provide . 

Subsys t em Vulnerabil i t ies Subsys t em 
Integr i ty Pr ivacy 

secure coprocessor None None 
Host R A M On-l ine Physical 

Access 
On-l ine Physica l 
Access 

Secondary Store Off-line Physica l 
Access 

Off-line Physica l 
Access 

Network 
(communica t ion) 

On-l ine R e m o t e 
Access 

Off-line 
Analysis 

Table 1: Subsys t em Vulnerabil i t ies W i t h o u t Cryp tog raph ic Techniques 

Table 1 shows t h e vulnerabi l i t ies of various types of m e m o r y when no 
c ryp tograph ic techniques are used. T h a t m e m o r y wi th in a secure coproces
sor is p ro t ec t ed against physical access is one of our ax ioms, and correct ly 
us ing t h a t t o p rov ide pr ivacy and integri ty a t t h e logical level is a m a t t e r of 
us ing t h e a p p r o p r i a t e software pro tec t ion mechan i sms . W i t h t h e p rope r pro
tec t ion mechan i sms wi th in a secure coprocessor, d a t a s tored wi th in a secure 
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coprocessor can ne i ther be read or be t a m p e r e d wi th . Since we a s sume t h a t 
we have a working secure coprocessor, we will also a s sume t h a t t h e ope ra t ing 
sys t em was b o o t e d correct ly and thus host R A M is p ro tec t ed against unau
thor ized logical access . 4 I t is no t , however, well p ro tec t ed against physical 
accesses — it is a s imple m a t t e r t o connect logic analyzers t o t h e m e m o r y 
bus t o passively l is ten t o m e m o r y traffic, and replacing t h e m e m o r y sub
sys t em wi th mu l t i -po r t ed m e m o r y and thus allowing r e m o t e unau tho r i zed 
m e m o r y accesses is no t an implaus ib le a t t ack . Whi l e t h e effort requi red to 
do th is in a way t h a t is invisible to users may m a k e it imprac t i ca l , th is l ine 
of a t t a c k can cer ta in ly not b e ent i re ly ruled out . Secondary s torage m a y be 
m o r e easily a t t acked t h a n R A M since t h e d a t a can b e modified off-line; to 
do th i s , however, an a t tacker mus t gain physical access t o t h e disk. Network 
communica t ion is comple te ly vu lnerab le to on-line eavesdropping a n d off-line 
analysis , as well as on-line message t a m p e r i n g . Since networks axe inheren t ly 
used for r e m o t e communica t ion , it is clear t h a t these m a y b e r e m o t e a t t acks . 

W h a t p ro tec t ion guaran tees can we provide when we use encryp t ion? By 
using enc ryp t ion when appropr i a t e , we can gua ran t ee privacy. In tegr i ty of 
t h e d a t a , however, is no t gua ran teed . T h e s ame vulnerabi l i t ies which allowed 
d a t a modif icat ions still exist as before; t a m p e r i n g , however, can b e de tec ted 
by us ing c ryp tograph ic checksums as long as t h e checksum values a re s tored 
in t amper -p roof memory. Note also t h a t t h e privacy t h a t can b e provided 
is re la t ive t o t h e d a t a usage. If d a t a in host R A M is to be processed by 
t h e host C P U , enc ryp t ing it wi th in t h e secure coprocessor is useless — t h e 
d a t a m u s t r e m a i n vu lnerab le to on-line physical a t t acks on t h e host since it 
mus t a p p e a r in c lear text form to t h e host C P U . If t h e host R A M d a t a is 
s imply serving as backing s tore for secure coprocessor d a t a pages , however, 
enc ryp t ion is app ropr i a t e . Similarly, enc ryp t ing secondary s tore via t h e host 
C P U pro tec t s t h a t d a t a against off-line privacy loss b u t not on-l ine a t t acks , 
whereas enc ryp t ing t h a t d a t a wi th in t h e secure coprocessor p ro t ec t s t h a t 
d a t a against on-l ine privacy a t t acks as well, as long as t h a t d a t a need not 
ever a p p e a r in c lear text form in t h e host memory . 

4We can assume that the operating system provides protected address spaces. Paging 
is assumed to be performed on either a local disk which is immune to all but physical 
attacks or a remote disk via encrypted network communication (see Section 5.2). If we 
wish to protect against physical attacks for the former case, we may need to encrypt the 
data anyway or ensure that we can erase the paging data from the disk prior to shutting 
down. 
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Subsys t em Vulnerabil i t ies Subsys t em 
Integr i ty Pr ivacy 

secure coprocessor None None 
Host R A M On-l ine Physica l 

Access 
Host Processor 
D a t a 

Secondary Store Off-line Physical 
Access (de tec tab le) 

None 

Network 
(communica t ion) 

On-l ine R e m o t e 
Access (de tec table) 

None 

Tab le 2: Subsys t em Vulnerabi l i t ies W i t h Cryp tograph ic Techniques 

For example , if we wish t o send and read secure electronic mai l , t h e 
enc ryp t ion a n d dec ryp t ion can b e per formed in t h e host processor since t h e 
d a t a m u s t reside wi th in b o t h hosts for t h e sender to compose it a n d for 
t h e receiver t o read i t . T h e exchange of t h e enc ryp t ion key used for t h e 
message , however, requires secure coprocessor c o m p u t a t i o n : t h e encryp t ion 
for t h e key exchange needs t o use secrets t h a t m u s t r ema in wi th in t h e secure 
coprocessor, regardless of whe the r t he key exchange uses a shared secret key 
or a publ ic key s c h e m e . 5 

5 System Architecture 
This sect ion discusses one possible a rch i t ec tu re for a secure coprocessor soft
ware sys t em. We will s t a r t off w i th a discussion of t h e cons t ra in t s p laced 
u p o n a secure coprocessor by t h e opera t iona l requ i rements of a securi ty sys
t e m - dur ing sy s t em ini t ia l izat ion and dur ing no rma l , s t eady s t a t e opera t ion . 
We will nex t refine these cons t ra in t s , examin ing various secur i ty funct ions 
a n d w h a t the i r a s sumpt ions imply a b o u t trade-offs in a secure coprocessor. 
Following th i s , we will discuss t h e s t r u c t u r e of t h e software in a secure co
processor , r ang ing from a secure coprocessor kernel and its in te rac t ions wi th 

5The public key encryption requires no secrets and may be performed in the host; 
signing the message, however, requires the use of secret values and thus must be performed 
within the secure coprocessor. 
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t h e host sys t em to user-level appl ica t ions . 

5.1 Operational Requirements 
We will staxt by examin ing how a secure coprocessor mus t in te rac t wi th t h e 
host h a r d w a r e and software dur ing t h e b o o t s t r a p process and t h e n proceed 
wi th t h e kinds of sys t em services t h a t a secure coprocessor should provide to 
t h e host OS and user software. 

T h e first issue to consider is how to fit a secure coprocessor in to a sys tem. 
Th i s will guide us in t h e specification of t h e secure coprocessor software. 

To be sure t h a t a sys tem is b o o t s t r a p p e d securely, secure h a r d w a r e mus t 
be involved in t h e b o o t s t r a p process. Depend ing on t h e host h a r d w a r e -
whe the r a secure coprocessor could ha l t t h e boot process if it de tec t s an 
anoma ly - we m a y need to a s sume t h a t t h e b o o t s t r a p R O M is secure ( t he 
sys t em ' s address space e i ther could be configured such t h a t t h e boo t vec
to r a n d t h e boo t code a r e provided by a secure coprocessor d i rect ly or we 
m a y s imply a s sume t h a t t h e boo t R O M itself is a piece of secure h a r d w a r e ) . 
Regardless , a secure coprocessor verifies t h e sys tem software (OS kernel , sys
t e m re la ted user-level software) by checking t h e software's s igna tu re against 
known values. We need to convince ourselves t h a t t h e version of t h e soft
ware present in ex te rna l , non-secure , non-volat i le s tore (disk) is t h e s a m e as 
t h a t ins ta l led by a t r u s t ed par ty . No te t h a t th is in terac t ion has t h e s a m e 
p rob lems faced by two hosts communica t ing via a non-secure ne twork: if an 
a t t acker can comple te ly emula t e t h e in te rac t ion t h a t t h e secure coprocessor 
would have h a d wi th a n o r m a l host sys tem, it is impossible for t h e secure co
processor to de tec t th is . W i t h network communica t ion , we can a s sume t h a t 
b o t h hosts can keep secrets and bui ld protocols based upon those secrets . 
W i t h secure coprocessor /hos t in te rac t ion , we can m a k e very few as sump
t ions a b o u t t h e host — t h e bes t t h a t we can do is t o assume t h a t t h e cost 
of comple te ly emula t ing t h e host a t boo t t i m e is prohibi t ively expensive . 

At boo t t i m e , t h e p r i m a r y d u t y of a secure coprocessor is t o m a k e sure 
t h a t t h e sy s t em boo t s u p securely; after boo t ing , a secure coprocessor 's role 
is t o aid t h e host OS by providing securi ty functions not o therwise available. 
A secure coprocessor does not enforce t h e sys t em ' s securi ty policy - t h a t is 
t h e j ob of t h e host OS; since we know from t h e secure boot p rocedu re t h a t t h e 
correct OS is runn ing , we m a y rely on t h e host to enforce policy. W h e n t h e 
sys t em is u p and runn ing , a secure coprocessor provides t h e following securi ty 
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services t o t h e host OS : t h e host m a y use t h e secure coprocessor to verify t h e 
integr i ty of any d a t a in t h e same m a n n e r t h a t t h e secure coprocessor checks 
t h e in tegr i ty of sys t em software; it m a y use t h e secure coprocessor to enc ryp t 
d a t a t o boos t t h e n a t u r a l securi ty of s torage m e d i a (see Section 4) ; and it 
m a y use t h e secure coprocessor to es tabl ish secure, e n c r y p t e d connect ions 
wi th r e m o t e hos ts (key exchange, au then t i ca t ion , p r iva te key encryp t ion , 
e t c ) . 6 

5.2 Secure Coprocessor Architecture 
T h e b o o t s t r a p p i n g p rocedure described above m a d e assumpt ions abou t t h e 
funct ional i ty provided by a secure coprocessor. Let us refine w h a t require
m e n t s we have on t h e secure coprocessor software and ha rdware . 

W h e n a secure coprocessor verifies t h a t t h e sys t em software is t h e correct 
version, we a re a s suming t h a t a secure coprocessor has secure, t amper -p roof 
m e m o r y which r emember s a descr ipt ion of t he correct version of t h e sys tem 
software. If we a s s u m e t h a t p roposed functions such as MD5[46], mul t i - round 
Snefru[32], or I B M ' s MDC[25] are one-way hash funct ions, t hen t h e only re
qu i rement is t h a t t h e m e m o r y is p ro tec t ed from wri t ing by unau tho r i zed 
indiv iduals . Otherwise , we mus t use c ryp tograph ic checksums such as K a r p 
a n d R a b i n ' s t echn ique of fingerprinting, which uses a family of hash func
t ions wi th good error de tec t ion capabi l i t ies . Th i s t echn ique requires t h a t t h e 
m e m o r y b e p ro t ec t ed against read access as well, since b o t h t h e hash value 
as well as t h e index selecting t h e pa r t i cu la r hash funct ion mus t be secret . 
In a s imilar m a n n e r , c ryp tograph ic opera t ions such as au then t i ca t ion , key 
exchange , a n d secret key enc ryp t ion all requi re secrets b e kept , t hus a secure 
coprocessor mus t have m e m o r y t h a t is inaccessible by everybody except t h e 
secure coprocessor — enough pr iva te N V M to s tore t h e secrets , plus pos
sibly volati le p r iva te m e m o r y for i n t e rmed ia t e calculat ions in runn ing t h e 
pro tocols . 

T h e r e a re a n u m b e r of a rch i tec tu ra l tradeoffs for a secure coprocessor, t h e 
crucial d imensions be ing processor speed and m e m o r y size. T h e y toge the r 
d e t e r m i n e t h e class of c ryp tograph ic a lgor i thms t h a t are prac t ica l . 

6Presumably the remote hosts will also contain a secure coprocessor, though everything 
will work fine as long as the remote host follow the appropriate protocols. The final design 
must take into consideration the possibility of remote hosts without secure coprocessors. 
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T h e speed of t h e secure coprocessor m a y be t r a d e d off for m e m o r y in t he 
imp lemen ta t ion of t h e c ryp tograph ic a lgor i thms . We observed in [55] t h a t 
K a r p - R a b i n f ingerprint ing m a y b e sped up by a b o u t 2 5 % wi th a 256 fold 
t ab l e size increase . I n t e rmed ia t e size tables m a y b e used t o yield i n t e rmed ia t e 
sp.eedups a t a sl ightly higher increase in code size. Similar tradeoffs can be 
found for software implementa t ions of t h e D E S . 

T h e a m o u n t of real m e m o r y requi red m a y be t r a d e d off for speed by em
ploying c ryp tograph ic techniques: we need only enough pr iva te m e m o r y for 
an enc ryp t ion key and for a d a t a cache, plus enough m e m o r y for perform
ing t h e enc ryp t ion if no encryp t ion ha rdware is present . Depend ing on t h e 
t h r o u g h p u t requ i rements , h a r d w a r e assist for encryp t ion m a y b e included — 
where software is used to implement encryp t ion , pr iva te m e m o r y m u s t be 
provided for i n t e r m e d i a t e calculat ions . An secure coprocessor can securely 
page i ts p r iva te m e m o r y t o e i ther t h e hos t ' s physical m e m o r y (and pe rhaps 
eventual ly t o an ex te rna l disk) by first enc ryp t ing it t o ensure privacy. Cryp
tograph ic checksums can provide error de tec t ion , and any error correct ing 
encoding should b e done after t h e encryp t ion . Th i s c ryp tograph ic paging is 
analogous wi th paging of physical pages t o v i r tua l m e m o r y on disk m o d u l o 
very different cost coefficients, and similar analysis techniques can b e used to 
t u n e such a sys t em. T h e difference in costs will likely lead to vast ly different 
tradeoffs: c ryp tograph ic checksums are easier to ca lcula te t h a n enc ryp t ion 
(and therefore faster m o d u l o h a r d w a r e s u p p o r t ) , so providing in tegr i ty alone 
is less expensive t h a n providing privacy as well. O n t h e o the r h a n d , if t h e 
c o m p u t a t i o n can reside ent i rely on a secure coprocessor, b o t h pr ivacy a n d 
integr i ty can be provided for free. 

5.3 Secure Coprocessor Software 
W i t h pa r t i t i oned appl ica t ions t h a t mus t have pa r t s loaded in to a secure 
coprocessor to r u n and p e r h a p s paging of secure coprocessor t a sks , a smal l , 
s imple securi ty kernel is needed for t h e secure coprocessor. W h a t makes th is 
kernel different from o ther securi ty kernels is due t o t h e pa r t i t i oned sys t em 
s t ruc tu re . 

Like n o r m a l works ta t ion (host) kernels , t h e secure coprocessor kernel 
mus t provide sepa ra t e address space if vendor and user code is t o b e loaded 
in to t h e secure coprocessor - even if we implic i t ly t rus t vendor a n d user code , 
providing sepa ra t e address spaces helps to isolate t h e effects of p r o g r a m m i n g 
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errors . Unlike t h e hos t ' s kernel , m a n y services are not requi red: t e rmina l , 
ne twork, disk, a n d o the r device drivers need not be p a r t of t h e secure co
processor . Indeed , since b o t h t h e ne twork and disk drives are suscept ib le t o 
t a m p e r i n g , requir ing the i r drivers to reside in t h e secure coprocessor 's kernel 
is overkill - ne twork a n d filesystem services from secure coprocessor tasks can 
s imply b e forwarded t o t h e host kernel for processing. N o r m a l OS services 
such as p r in te r service, e lectronic mai l , e t c are ent i re ly i napprop r i a t e in a 
secure coprocessor - these sys tem daemons can b e e l imina ted entirely. 

T h e only services t h a t are crucial to t h e opera t ion of t h e secure coproces
sor a re (1) secure coprocessor resource m a n a g e m e n t , (2) communica t ions , (3) 
key m a n a g e m e n t , and (4) encryp t ion services. W i t h i n resource m a n a g e m e n t 
we inc lude t a sk al locat ion a n d scheduling, V M al locat ion and paging, and 
al locat ion of communica t ion por t s . Uner communica t ions we include b o t h 
communica t ion a m o n g secure coprocessor tasks as well as communica t ion to 
host t asks ; it is by communica t ing wi th host sys t em tasks t h a t p roxy services 
are ob ta ined . U n d e r key m a n a g e m e n t we include t h e m a n a g e m e n t of secrets 
for au then t i c a t i on protocols , c ryp tograph ic keys for p ro tec t ing d a t a as well 
as execute-only software, and sys tem fingerprints for verifying t h e integr i ty 
of sys t em software. W i t h t h e l imi ted n u m b e r of services needed , we can 
easily envision us ing a micro-kernel such as Mach 3.0[22]: we need t o add 
a communica t ions server and inc lude a key m a n a g e m e n t service t o m a n a g e 
non-vola t i le key memory . T h e kernel mus t b e smal l for us to t r u s t it; we 
have m o r e confidence t h a t it can be debugged and verified. 

5.4 Key Management 
A core po r t ion of t h e secure coprocessor software is code to m a n a g e keys. 
Au then t i ca t i on , key m a n a g m e n t , fingerprints, and encryp t ion crucially pro
tec t t h e in tegr i ty of t h e secure coprocessor software and t h e secrecy of pr iva te 
d a t a , inc luding t h e secure coprocessor kernel itself. A p e r m a n e n t p a r t of a 
b o o t s t r a p loader , in R O M or in N V M , controls t h e b o o t s t r a p process of t h e 
secure coprocessor itself. Like b o o t s t r a p p i n g t h e host processor , th is loader 
verifies t h e secure coprocessor kernel before t ransferr ing control t o it . 

T h e .system fingerprints needed for checking sys tem integri ty mus t reside 
ent i re ly in N V M or b e p ro t ec t ed by encryp t ion while be ing s tored on an 
ex te rna l s torage device - t h e key for which mus t reside solely in t h e secure 
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N V M . If t h e l a t t e r approach is chosen, new keys mus t b e selected 7 to pre
vent replay a t t acks where old, po ten t ia l ly buggy secure coprocessor software 
are re in t roduced in to t h e sys tem. Depend ing on c ryp tograph ic a s sumpt ions 
m a d e in t h e a lgor i thm, t h e s torage of t h e fingerprint in format ion m a y requi re 
jus t in tegr i ty or b o t h integri ty and secrecy. For t h e cases of M D 4 , M D C , and 
Snefru, in tegr i ty of t h e integr i ty check informat ion is sufficient; for t h e case 
of t h e K a r p - R a b i n fingerprint , b o t h integri ty and secrecy a re requi red . 

O t h e r p ro t ec t ed d a t a held wi th in t h e secure coprocessor 's N V M include 
admin i s t r a t ive au then t i ca t i on informat ion t h a t are needed to u p d a t e t h e se
cure coprocessor software. We as sume t h a t a securi ty a d m i n i s t r a t o r is au tho 
rized t o upg rade secure coprocessor software, and t h a t only t h e a d m i n i s t r a t o r 
m a y a u t h e n t i c a t e his ident i ty p roper ly t o t h e secure coprocessor. T h e au
then t i ca t ion d a t a for th is ope ra t ion can b e u p d a t e d along wi th t h e rest of 
t h e secure coprocessor sys t em software; in e i ther case, t h e u p g r a d e mus t ap
pea r t r ansac t iona l , t h a t is, it mus t have t h e proper t ies of permanence, where 
resul ts of comple ted t r ansac t ions are never lost; serializability, where t he r e is 
a sequent ia l , non-over lapping view of t h e t ransac t ions ; and failure atomicity, 
where t r ansac t ions e i ther comple te or fail such t h a t any pa r t i a l resul ts a re 
u n d o n e . T h e . non-volat i l i ty of t h e m e m o r y gives us p e r m a n e n c e a u t o m a t i 
cally, if we a s sume t h a t only ca ta s t roph ic failures (or in tent ional sabo tage) 
can des t roy t h e N V M ; serializability, while i m p o r t a n t for mu l t i - t h r eaded ap
pl ica t ions , can b e easily enforced if we p e r m i t a single upg rade ope ra t ion to 
be in progress a t a t i m e ( this is an infrequent opera t ion and does not require 
para l le l i sm); a n d t h e failure a tomic i ty gua ran t ee can be provided easily as 
long as t h e non-volat i le m e m o r y subsys tem provides an a t o m i c s tore opera
t ion . U p d a t e t r ansac t ions need not be d i s t r ibu ted nor nes ted; th is simplifies 
t h e imp lemen ta t ion immensely. 

6 Machine-User Authentication 
W i t h secure coprocessors , we can perform all t h e necessary securi ty funct ions 
t o verify t h e in tegr i ty of t h e host sys tem. T h e secure coprocessor m a y believe 
t h a t t h e host sy s t em is clean, b u t how is t h e user to be convinced of th is? 

7One way is to use a cryptographically secure random number generator the state of 
which resides entirely in NVM 
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After all, t h e secure coprocessor wi th in t h e c o m p u t e r m a y have been replaced 
wi th a Tro jan horse un i t . 

6.1 Smart Cards 
O n e solut ion to th is is t h rough the use of s m a r t cards . Users can use ad
vanced s m a r t cards to run an au then t i ca t ion p rocedure to verify t h e secure 
coprocessor 's identi ty. Since secure coprocessors ' identi ty-proofs can be based 
on a zero-knowledge protocol , no secret informat ion needs be s tored in s m a r t 
cards , unless s m a r t cards is to also aid users in au then t i ca t i ng themselves to 
sys tems , in which case t he secrets would be only t h a t of t h e users . By the 
v i r t ue of the i r por tabi l i ty , users can carry s m a r t cards at all t imes and thus 
provide t h e physical securi ty needed. 

6.2 Remote Services 
A n o t h e r way t o verify t h a t a secure coprocessor is present is to ask a th i rd-
p a r t y en t i ty — such as a physically sealed t h i rd -pa r ty c o m p u t e r — t o check 
for t h e user . Often, th is service could also b e provided by n o r m a l ne twork 
servers machines such as file servers. T h e r e m o t e services m u s t be difficult 
t o e m u l a t e by a t t ackers . Users m a y rely on not ic ing t h e absence of these 
services t o de tec t t h a t someth ing is amiss wi th t h e secure coprocessor. Th i s 
necessari ly impl ies t h a t these r e m o t e services mus t be available before t h e 
users a u t h e n t i c a t e t o t h e sys tem. 

Unlike au then t i ca t i on protocols reliant on accessing cent ra l au then t i ca 
t ion servers, th is au then t i ca t ion h a p p e n s once, at boo t t i m e . T h e ident i ty 
be ing proven is t h a t of t h e secure coprocessor - users may be confident t h a t 
t h e works ta t ion conta ins an au then t i c secure coprocessor if access to any nor
m a l r e m o t e service can be ob ta ined . This is because in order to successfully 
a u t h e n t i c a t e to ob t a in t h e service, a t t ackers mus t e i ther b reak t h e au then
t ica t ion pro tocol , b reak t h e physical securi ty in t he secure coprocessor, or 
bypass t h e physical securi ty a round the r e m o t e server. As long as t h e re
m o t e service is sufficiently complex , a t tackers will not be able to emula t e 
i t . 
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7 Relationship With Previous Work 
Par t i t i on ing securi ty is not new. T h e m e t h o d of embody ing physical securi ty 
in a secure coprocessor, however, is new, and it has been m a d e possible only 
recent ly d u e t o advances in packaging technology [56]. Cer ta inly , t h e need for 
physical secur i ty is widely described in s t a n d a r d t ex tbooks — for example , 
one book s ta tes "physical securi ty controls (locked rooms , gua rds , and t h e 
like) are an integral pa r t of t he securi ty solut ion for a cent ra l c o m p u t i n g 
facility. "[IS] 

We can t r ace several analogues t o th is approach of pa r t i t i on ing secur i ty 
in previous work. T h e logical pa r t i t ion ing of security in t h e l i t e r a tu re [13] 
of dividing t h e sys tem into a "Trus ted C o m p u t i n g Base" ( T C B ) and appli
cat ions in some sense hera lds this idea — t h e securi ty pa r t i t i on was firmly 
d rawn be tween t h e user and t h e machine ; it not only inc luded t h e logical 
secur i ty of t h e ope ra t i ng sys t em (OS) paxt of t h e T C B , b u t also t h e physical 
securi ty of t h e T C B ha rdware ins ta l la t ion (machine rooms , e t c ) . 

Sys tems such as Kerberos [54] move t h a t securi ty pa r t i t i on for d i s t r ibu ted 
sys tems toward inc luding ju s t one t r u s t e d server beh ind locked doors . Th i s 
approach , however, still has serious securi ty p rob lems: client machines are 
often physical ly exposed and users are provided wi th no real assurances of 
the i r logical integri ty, and t h e central ized server approach offers a t tackers 
a cent ra l poin t of a t t a ck — t h e sys tem ca tas t rophica l ly fails when t h e cen
t r a l server is compromised[4] . Certainly, it does not offer m u c h in t e r m s of 
providing fault to lerance wi th d i s t r ibu ted comput ing . 

More recently, t h e pa r t i t ion ing in S t rongbox [55] more clearly poin ts t h e 
way toward min imiz ing t h e n u m b e r of a s sumpt ions abou t t r u s t e d compo
nents in a secure sys tem and clearly defining t h e securi ty pa r t i t i on bound
aries a n d secur i ty a s sumpt ions . In t h a t sys tem, t h e base secur i ty sys t em 
was d iv ided in to t rus t ed servers which, assuming p ro tec ted address spaces, 
allowed securi ty t o b e b o o t s t r a p p e d to appl ica t ion servers a n d clients. Un
for tunate ly , while t h e sys t em has b e t t e r degrada t ion proper t i es , it could de
liver sys t em integr i ty assurances only by assuming t rus ted-opera tor -ass i s ted 
b o o t s t r a p p i n g . Table 3 shows t h e various types of sys tems a n d the i r basic 
a s sumpt ions as well as typical c ryp tograph ic a s sumpt ions . 

T h e secure coprocessor approach minimizes t h e basic a s sumpt ions and 
can address all of t h e p rob lems wi th t h e approaches ci ted above. By im
p lement ing c ryp tograph ic protocols wi th in a secure coprocessor, we can be 
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Sys tem T y p e Basic Assumpt ions Cryp tog raph ic 
Assumpt ions 

Convent iona l 
Non-d i s t r ibu ted 
e.g., Unix password 

Physical Securi ty 
of Cent ra l Mainf rame 

DES can not 
b e inver ted 

Convent iona l 
D i s t r ibu ted 
e.g., Kerberos 

Physical Securi ty of 
Au then t i ca t ion Server 

DES can not 
be inver ted 

Self-Securing 
Di s t r ibu ted 
e.g. S t rongbox 

Physical Securi ty of 
a Q u o r u m of W h i t e 
Pages Servers 

DES can not 
be inver ted, 
factoring is ha r d 

Secure Coprocessors 
e.g. Dyad 

Physics 
(Tamper ing destroys 
c ryp tograph ic d a t a ) 

DES can not 
be inver ted, 
factoring is ha rd 

Table 3: Basic Assumpt ions of Securi ty Sys tems 

assured t h a t t h e y will execu te correct ly and t h a t t h e secrets requi red by t h e 
various protocols a re indeed kept secret . By using t h e secure coprocessor 
t o verify t h e in tegr i ty of t h e rest of t h e sys tem, we can give users grea ter 
assurance t h a t t h e sys tem has not been compromised and t h a t t h e sys t em 
has securely b o o t s t r a p p e d . 

In add i t ion t o t h e work men t ioned above, t he re are m a n y o the r works on 
secur i ty re la ted issues t h a t are relevant: [57, 38] discusses issues in t h e design 
and imp lemen ta t ion of physical ly secure sys tem componen t s . Research on 
c ryp tosys t ems a n d c ryp tograph ic protocols which a re i m p o r t a n t tools for 
secure ne twork communica t ion can b e found in [47, 2 1 , 36, 35 , 39, 15, 2, 44, 
16, 19, 49, 17, 50, 5 1 , 6, 30, 54, 4, 24, 20, 10]. More genera l informat ion on 
some of t h e n u m b e r theore t i c tools b e h i n d m a n y of these protocols m a y be 
found in [34, 42, 37, 52], T h e tools for checking d a t a integr i ty are descr ibed 
in [27, 40, 43 , 28], 

Research on p ro tec t ion sys tems and general d i s t r ibu ted sys t em securi ty 
m a y b e found in [45, 4 1 , 48]. 

[8] provides a logic for analyzing au then t i ca t ion protocols , a n d [23] ex
t ends t h e formal ism. 

29 



Genera l s ecu r i t y / c ryp tog raphy informat ion can be found in [12] and t h e 
government s t a n d a r d s "Orange book" [13] and "Red book" [14]. Genera l 
in format ion on c ryp tography can be found in [33, 29]. 
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