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Abstract

Research by this author and by others has shown that there are natural programming language
control structures which are impossible to describe adequately by means of Hoare axioms.
Specifically, we have shown that there are control structures for which it is impossible to obtain
axiom systems that are sound and relatively complete in the scnsc of Cock. These constructs
include procedures with procedure parameters under standard Algol 60 scope rules and
coroutines in a language with parameterless recursive procedures.

A natural question to ask is whether it is possible to characterize those programming languages
for which sound and complete proof systems can be obtained. For a wide class of programming
languages and interpretations, it can be shown that P has a sound and relatively complete proof
system for every expressive interpretation iff the halting problem for language P is decidable for
all finite interpretations. -

Nevertheless. we are still far from a completely satisfactory characterization of the programming
languages that can be axiomatized in this manner. The proof system that is generated in proving
the above result does not have the property of being “syntax-directed” which is distinctive of the
Hoare axioms. Moreover. theoretical considerations suggest that good axioms for total correctness
may exist for a wider spectrum of languages than is the case for partial correctness. In this paper
we discuss these questions and others which still need to be addressed before the characterization
problem can be considercd solved.

1. Introduction

A key trend in program verification has been the use of axioms and rules of inference to
specify the meanings of programming language constructs. This approach was first suggested by
C.A.R. Hoare in 1969 [11]. Although the most complicated control structure in Hoare’s original
paper was the while statement, there has been considerable success in extending his method to
other language features. Axioms have been proposed for the goto statement, functions, recursive
procedures with value and reference parameter passing, simple coroutines, and concurrent
programs. Rescarch by Clarke {2] has shown, however, that thére are natural programming
language control structures which are impossible to describe adequately by means of Hoare

axioms. Specifically, Clarke has shown that there are control structures for which it is impossible
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to obtain axiom systems that are sound and complete in the sense of Cook [5]. These constructs
include procedures with procedure parameters under standard Algol 60 scope rules and

coroutines in a language with parameterless recursive procedures.

A natural question (o ask is whether it is possible to characterize those programming languages
for which sound and complete proof systems can be obtained. The incompleteness results are
established by observing that if a programming language P has a sound and relativety complete
proof system for all expressive interpretations, then the halting problem for P must be decidable
for finite interpretations. This condition also appears to be sufficient: For a wide class of
programming languages and interpretations, it can be shown that if the halting problem for
language P is decidable for all finite interpretations, then P has a proof system which will be
sound and relatively complete for any expressive interpretation. Nevertheless, we are still far
from a completely satisfactory characterization of the programming languages that can be
axiomatized in this manner. In this paper we identify and discuss four specific issues which we

believe still need to be addressed before the characterization problem can be considered sotved:

1. The present version of the Characterization Theorem predicts that certain
programming languages should have good Hoare proof systems, even theugh no
natural systems have been found.

2. The Characterization Theorem should result in a usable proof system--not just an
enumeration procedure. Also, the proof system should follow the syntax of the
programming language (i.e. be syntax-directed) in the same way that Hoare's original
system does.

3. It appears from the proof of the Characterization Theorem that certain programming
languages may have good total correctness proof systems even though they do not
have good partial correctness proof systems.

4, Lastly, the hypothesis of expressiveness for interpretations deserves more thought
This hypothesis is important because it determines the degree of encoding that is
permitted in reasoning about programs. Is it too strong or, perhaps, not strong
encugh?

The paper is organized as follows: Section 2 contains a short discussion of the basic ideas of
Hoare's logic and gives definitions for partial and total correctness. Soundness and relative
completeness are introduced and motivated in Section 3. Expressibility and the implications of
this concept are discussed in some detail in Section 4. Section 5 briefly outlines how
incompleteness results are obtained for various combinations of programming language features.
In Section 6 the proof of the Characterization Theorem is sketched and the limitations of this

theorem are discussed. Section 7 contains a discussion of the research problems mentioned above



and is the heart of the paper. Finally, Scction 8 discusses the relevance of the characterization

problem to programming language design,

2. Hoare Logics

The formulas in a Hoare axiom sysiem are triples {P} S {Q} where S is a statcment of the
programming language and P and Q are formulas describing the initial and final states of the
program S. The logical system in which the predicates P and Q are cxpressed is called the assertion
Janguage {AL) and in this paper will always be a first order language with iype or signature X.
Intuitively, the partial correctness formula {P} S {Q} is true iff whenever precondition P holds for
the initial program state and S terminates, then postcondition Q will be satisfied by the final

program state.

Although this paper is primarily concerned with partial correctness, we will occasionally need to
discuss fotal correctness as well. Total correctness formulas will be triples with the syntax
<P> S <Q>. Such a formula is true iff whenever the precondition P holds for some initial program
state, then program S will terminate when started in this state and Q will be satisfied by the final

program state.

The control structures of a programming language are specified by axioms and rules of
inference for the partial correctness formulas. A typical rule of inference is

{P A b}S{P}

{P} while bdo S {P A - b}.

The predicate P is the invariant of the while loop. Proofs of correctness for programs are
constructed by using the axioms together with a proof system T for the assertion language. We
write 1—HT{P} $ {Q} if the partial correctness formula {P} S {Q} is provable using the Hoare

axiom system H and the proof system T for the assertion language AL.

To discuss whether a particular Hoare axiom system adequately describes the programming
language PL, it is necessary to have a definition of truth for partial correctness formulas which is
independent of the axiom system H. The definition of truth requires two steps. First, we give an
interpretation I for the assertion language AL. The interpretation I {over type Z ) specifies the
primitive data objects of our programming language; it consists of a set Dom(I) {the domain of
the interpretation) and an assignment of a function (respectively, predicate) over Dom(I) of the

appropriate arity to each function (respectively, predicate) symbol of . Typical interpretations



might be the integers with the standard functions and predicates of arithmetic, or linear lists with
the list processing functions car, cdr, ctc. Th(I) is the set of all first-order sentences (over I)

true in L.

Second, we provide an interpreter for the statements of the programming language. There are
many ways such an interpreter 'may be specified--in terms of computation sequences or as the
least fixed point of a continuous functional (denctational semantics). The result is a relation M{S]
¢ STATES X STATES which associates with cach statement S the input-output relation on
STATES = [VAR — ID] determined by that statement. Once the relation M has been specified, a
formal definition may be given for partial correctness. The partial correctness formula {P} S {Q}
Is true with respect fo interpretation 1 (=, 1P} 5 {Q}) iff for all states ¢ and o', if predicate P holds
for state o under interpretation I and (o, o’) € M[S], then Q must hold for ¢’ under [ also. Note
that by this definition the partial correctness formula {irue} S {false} will hold in interpretation [

iff' S diverges regardless of what state it is started in.

A similar definition can also be given for total correctness. The formula <P> S <Q> is true with
respect to interpretation I (1-'=I {P} S {Q}) iff for every state o, if predicate P hoelds for o under
interpretation I, then there exisis a state ¢’ such that (g, ¢’) € M[S] and Q must hold for ¢’ under

I also.

3. Scundness and Compieteness

When can we be satisfied that a Hoare axiom system H adequately describes the programming
language PL.? There are two possible ways a Hoeare axiom system may be inadequate. First, some
theorem {P} S {Q} which can be proven in the axiom system may fail to hold for actual
executions of the program §; in other -words, there is a terminating computation of S such that the
initial state satisfies P but the final state fails to satisfy Q. A way of preventing this source of error
is to adopt an operational or denotational semantics for the programming language which is close
to the way statements are actually executed. We then show that every theorem which can be
proven using the axiom system will be true in the mode! of program execution that we have
adopted. In the notation defined above we prove that for all P, Q, S, if }—-H_T {P} S {Q} then
}=1 {P} S{Q}. In general, this type of soundness property is fairly easy to establish.

A second source of inadequacy is that the axioms for the programming language may not be
sufficiently powerful to handle all combinations of the control structures of the language.
However, the question of when it is safe to stop Ipoking for new axioms is much more difficult to

answer than the question of soundness. One splution is to prove a completeness theorem for the



Hoare axiom system. Wc can attempt to prove that cvery partial correctness formula which is true
of the exccution model of the programming language is provable in the axiom system. In general
it is impossible to prove such completeness theorems; the proof system for the assertion language
may itself fail to be complete. For example, when dealing with the integers for any consistent
axiomatizable proof system, there will be formulas which are true of the integers but not provable
within the system. Also the assertion language may not be powerful enough to express the
invariants of loops. This difficulty occurs if the asscrtion language is Presburger arithmetic (Le.,
integer arithmetic without multiplication). Note that both of the difficulties above are faults of

the underlying assertion language and interpretation--not of the Hoare axiom system.

How can we talk about the completeness of a Hoare axiom system independently of its assertion
language? Cook [5] gives a Hoare axiom system for a subset of Algol including the while
statement and nonrccursive procedures. He then proves that if there is a complete proof system
for the assertion language (e.g., all true statements of the assertion language) and if the assertion
language satisfies a certain natural expressibility condition, which will be discussed in detail in the

next section, then every true partial correctness assertion will be provable.

Definition 1; A Hoare axiom system H for a programming language-PL is sound and
complete (in the sense of Cook) iff for all AL and L, if 1 is expressive with respect to AL
and PL, then

=, {P}S {Q} = e PFS Q)

4. Expressibility

We say that | is expressive with respect to AL and PL iff for all S € PL and Q there is a formula
of AL which expresses the weakest precondition for partial correctness (called the weakest liberal
precondition in [7}) WP{S}Q) = {o | V ¢’ [(0, ¢") € M[S] — Q[o’] [}. If L is expressive with
respect to AL and PL, then it is not difficult to prove that F=, {WP[SKQ)} S {Q} and that if
=, {P}S {Q} then =P — WPS(Q).

Expressibility is important because it guarantees the existence of invariants for loops and

recursive procedures. For example, it is easy to show that

=, WPlwhile b do SKQ) = (b A WP[S{(WP[while b do S{Q)) V(~b A Q)

From this identity it follows that
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=, {WP[while b do S(Q) A b} S {WP[while b do S(Q)} (1)

and
=, WP[while b do S(Q) A = b — Q (2)

By using the while axiom and the rule of consequence, we immediately obtain

= {WP[while b do S(Q)} whilebdo S {Q}. .

This type of reasoning (cf {3]) shows that WP{while b do S}(Q) can always be used as the
invariant of a while loop with postcondition Q and is the essence of the relative completeness
proof for a simple programming language containing the while statement as the only control

structure.

We could have equally well defined expressibility in terms of the weakest precondition for total
correclness '
WTISIQ) = {o [T o’ [(0, 6)e MS] A Qo] I}
or in terms of the strongest postcondition
SP[SJ(P) = {0’ | J a[Plo} A (o, 0)) e M[S] ]}

[tis shown in {2] that all of these definitions lead to the same concept.

Theorem 2: The following are equivalent:

1. Tis WP-expressive with respect to PL and AL
2. 1is WT-expressive with respect to PL and AL

3. 1is SP-expressive with respect to PL and AL

In establishing relative completeness results for looping constructs it is more convenient to work
with the weakest precondition for partial correctness. For recursive procedures, on the other

hand, the strongest postcondition generally is more useful.

Not every choice of AL, PL, and 1 gives expressibility. Cook demonstrates this in the case
where the assertion language is Presburger arithmetic. Wand [20] gives another example of the
same phenomenon. More realistic choices of AL, PL, and [ do give cxpressibility, however. If AL
is the fuil Janguage of number theory and I is an interpretation in which the symbols of number
theory rcceive their usual interpretations, then 1 is expreésive with respect to AL and PL. Also if
the domain of I is finite, then expressibility is assured. Recently, German and Halpern [9] and
Urzyczyn [19) have independently obtained a strong characterization of those interpretations

which are expressive:



Theorem 3: Suppose that PL is an acceptable programming language with recursion
and that [ is a Herbrand definable interpretation which is expressive for AL and PL.
Then | is cither finite or strongly arithmetic.

The acceptability of the programming language is a mild technical assumption which ensures
that the language is closed under certain reasonable programming constructs, and that given a
program, it is possible to effectively ascertain its step-by-step computation in interpretation [ by
asking quantifier-free questions about 1. An interpretation 1 over a type = is Herbrand definable
(cF[4]) if every element d ¢ dom(]) is the meaning of some term of the Herbrand universe over
type . An interpretation [ is said to be strongly arithmetic (cf{4]) if there exist first order
formulas Z(x) (for zero), S(x,y} (for successor), A(x,y,z) (for addition), and M(w,yy.z) (for
multiplication) and an bijection J:dom(1) — N which makes I isomorphic to a standard model of

arithmetic.

5. Incompleteness Results

Are there any programming language constructs for which it is impossible to obtain good Hoare
axiomatizations? An obvious place to start our search is with more complicated parameter passing
mechanisms. In this section we consider the problem of obtaining a sound and complete proof

systern for an Algol-like language which allows procedures as parameters of procedure calls.

Theorem 4: It is impossible to obtain a Hoare proof system H which is sound and
complete in the sense of Cook for a programming language PL. which allows:

1. procedures as parameters of procedure calls

2. recursion

3. static scope

4. global variables

5. internal procedures as parameters of procedure calls

Proof of Theorem 4 follows immediately from Lemmas 5 and 6. Note that all of the features

(i)-(v) are found in Algol 60. Moreover, the result holds even if the language PL. is restricted so
that self-application (e.g., calls of the form call P(....P,...)) is not permitted. Thus, the result

also applies to Pascal where procedures are restricted so that actual procedure parameters must be

either formal procedure parameters or names of procedures with no procedure formal parameters.



Lemma 50 The halting problem is undecidable for programs in a programming
language PL. with features (1)-(5) above for all finitc interpretations I with
card(dom(I}) > 2.

The proof of the iemma uses a modification of a teéhnique of Jones and Muchnick [12] and is
fully described in [2]. Note that the lemma does not hold for flowchart schemes or while schemes.
In each of these cases if | is finite, the program can be viewed as a finite state machine and we may
test for termination (at least theoreticaily) by watching the execution sequence of the program to
sec whether any program state is repeated. In the case of recursion onc might expect that the
program could be viewed as a type of pushdown auteinaton (for which the halting problem is also
decidable). This is not the case if we allow procedures as parameters. The static scope execution
rule, which states that procedure calls are interpreted in the environment of the procedure’s
declaration rather than in the environment of the procedure cail, allows the simulation program to
access values normally buried in the runtime stack without first "popping the top” of the stack.

This additional power can be used to simulate an arbitrary Turing machine.

Lemma 6: If PL has a Hoare proof system which is sound and complete in the sense of
Cook, then the halting problem for PL must be decidable for alt finite interpretations.

Proof: Suppose that PL has a Hoare proof system which is sound and complete in the sense of
Cook. Thus, for all AL and I if (a) T is a complete proof system for AL and I and (b) I is
expressive with respect to PL and AL, then

= (P} S{Q} =, {P} S{Q}.

Assume further that the halting problem for PL is undecidable for some particular finite
interpretation L. Observe that in this case T may be chosen in a particularly simple manner; in
fact, there is a decision procedure for the truth of formulas in AL relative to . Note also that AL is
expressive with respect to PL and L, since 1 is finite. Thus, both hypothesis (a) and (b) are
satisfied. From the definition of partial correctness, we see that {true} S {false} holds iff S
diverges for the initial values of its global variables. We conclude that the set of programs S such

that I=I {true} S{false} holds is not recursively enumerable. On the other hand, since
b=, {1rue} S {false} = = [ {true} S {false}

We can enumerate those programs S such that I=I{true} S {false} holds -- simply enumerate all
possible proofs and use the decision procedure for T to check applications of the rule of

consequence; this, however, is a contradiction.



If sharing (which intuitively means referring o the same program variable by two or more
different names) and self application are disallowed, a sound and relatively complete Hoare proof
system may be obtained by modifying any one of the five Features of Theorem 4. Thus if we
change from static scope o dynamic scope, a complete set of axioms may be obtained for (i)
procedures with procedure parameters, (i) recursion, (iv) global variables, and {v) internal
procedures as parameters; or if we disallow internal procedures as parameters, a complete system
may be obtained for (i) procedures with procedure paramcters, (ii) recursion. (iii) static scope, and

(iv} global variabies.

Techniques similar to that used in Theorem 4 have also been used to obtain incompleteness
results for programming languages which include any of the following features: (a) call-by-name
parameter passing in the presence of recursive procedures, functions, and global variables; (b)
coroutines with local recursive procedures that can access global variables; (c) unrestricted (PL/1
like) pointer variables with retention; (d) unrestricted pointer variables with recursion; and (e}

label variables with retention.

6. The Characterization Problem

The incompletencss results are established by observing that if a programming language PL has
a sound and relatively complete proof system for all expressive interpretations, then the halting
problem for PL. must be decidable for finite interpretations. Lipton [14] considered a form of
converse: If PL is an acceptable programming language and the halting problem is decidable for
finite interpretations, then PL has a sound and relatively complete Hoare logic for expressive and
effectively presented interpretations. Lipton actually proved a partial form of the converse. He
showed that given a program S and the effective presentation of L it is possible to enumerate all
the partial correctness assertions of }he form {true} S {false} which are true in [. From this it
easily follows that we can enumerate all true quantifier-free partial correctness assertions, since we
can encode guantifier-free tests into the programs. Bug, it does not foliow that we can enumerate
all first-order partial correctness assertions, since an acceptable programnﬁng language will not in

general allow first-order tests.

Clarke, German, and Halpern [4] consider acceptable programming languages which permit
recursive procedure calls. They also require that the interpretation be Herbrand-definable. Under
these assumptions they are able to extend the results of [2] and [14], significantly. They are able to
climinate the requirement that pre and postconditions be quantifier-free and that the

interpretation be effectively presented. They further show that the set of partial correctness



assertions true in Iis actually (uniformly) decidable in Th(I) provided that the halting problem for
P is decidable for finite interpretations. Lipton’s proof, on the other hand, produces an
enumeration procedure for partial correctness assertions and, thus, shows only that the set of true

partial correctness assertions is r.e. in Th(I). We sketch below a proof of the main theorem of [4].

Theorem 7: Let PL be an acceptable programming language with recursion. Then the
following are equivalent:

1. There is an cffective procedure which for expressive. Herbrand-definable
interpretations ! will decide which first-order partial correctness assertions are
true in I when given an oracle for Th(1),

2. PL has a decidable halting problem for finite interpretations.

Sketch of proof. The fact that (1) = (2) follows from Lemma 6. Proof that (2) = (1) is
considerably more complicated. Assume that PL is an acceptable programming language with
recursion and that 1 is both expressive and Herbrand-definable. By Theorem 3 we know that I is
either finite or strongly arithmetic. Assume further that we are given an oracle for Th(l). We
must provide an effective procedure for deciding which partial correctness assertions are true in
L. The decision procedure will actuaily consist of two procedures M 1 and M, which are dovetailed.
Both M, and M, are sound in the sense that they generate only true partial correctness triples; in

addition, M1 will be complete if [ is strongly arithmetic, and M2 will be compléte if Tis finite.

Let AX be a finite set of axioms for first-order arithmetic. We could take, for example, the nine
axioms for zero, successor S(x,y). addition A(x,y.z), multiplication M(x,y,z), and less-than L(x,y,z)
given in chapter 2 of [18]. There will, of course, be nonstandard models for AX, so this set of
axioms will not be complete for all of standard arithmetic. Nevertheless, an interpretation which
satisfies AX will have a standard part consisting of those elements of the domain of the form Sk(O)
for some integer k. In general, there is no first-order formula whic.h defines the standard part, but

under the hypothesis above we will show that the standard part can be defined.

The first step is to define inductively an encoding of Herbrand terms of type Z. The details of
the encoding are straightforward, and we refer the reader to [4] for details. We will use the binary
predicate symbol H to denote this encoding. Thus, we want H(u,d) to be true iff u is the encoding
of a Herbrand term with value d. To achieve this goal, we give an axiom ENC for H and prove
that if I satisfies AX and ENC, then I=l H(Sk(O),d) iff k is the encoding of a Herbrand term whose

valuein [ is d.

By using the encoding relation H we can explicitly give a formula which defines the standard

partof .
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Lemma 8: If [ satisfies AX. ENC. and is Herbrand definable then STD(x) =
3d ¥V 2(H(z.d) = x <z) defines the standard part of I.

We can now describe the construction of M M 1 Will guess formulas 7(x), S(x.y). L{x.y), A(x,y.2),
M(x.y.z), and H(x,y) and check using the oracle for Th(I) that AX and ENC hold in 1 when
written in terms of these formulas. We then define STD(x} as in Lemma 8 check = Vx[Std(x)].
if not, M, contnuecs guessing. But if Vx[Std(x)] does hold in I, dhen we have effectively found

formulas which make I strongly arithmetic.

Lemma 9: Suppose we can effectively find formulas Z(x), S(x.¥). A(x.,y.z) and M(x,y,z)
of type £ which make I strongly arithmetic. Then for cach P ¢ PL we can effectively
find a formula A") of type 2 which is equivalent to Ap in L.

Now given a pair of first-order formulas P, Q and a program §, I\/[l will construct the formula
VE7P®) A AR = Q)]

and consult the oracle for Th(I). If this formula is true, Ml will output {P}S{Q}; otherwise it will
output ~({P}S{Q}).

By making use of Theorem 3, the construction of M2 can be made mruch simpler than the
version in [4]. The first step is to determine how many elements are in Dom(I). P‘2 will
successively generate formulas of the form Fn =4 X)Xy oo X V:c[x:x1 VX=X, V...V x:xn}
forn =12,... and submit them 1o the oracle for Th(I). If] is finite, then the answer frue will be
obtained for some formula F_ indicating that Dom(I) has no more than n clements. In this case
every clement of Dom(I) must be the value of some Herbrand term of depth n+1 or less. Let
4y - . oot be the Herbrand terms of depth n+1 or less, Consider a particular partial correctness
formula {P}S{Q}. We rename the bound variables of P and Q so that all are distinct. We next
replace every subformula of P and Q of the form ¥x[W] by .

(x=t = W)A A=t o W)
and every subformula of the form Jx[W] by
(x=t1AW)V V= tLAW)

to obtain a new quantifier-free partial correctness triple {P’}S{Q'} which will be true in I iff the

original triple {P}S{Q} is true in L. IFLOOP is a program which always diverges, then §’
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if =P then LOOP else begin S; if Q then LOOP end

will also be a program and will diverge on all of its inputs iff {P'}S{Q’} is true in . Thus, by using
our decision procedure for the halting problem of PL on finite interpretations we carn determine

whether the original triple {P}S{Q} is true or false in L.

This completes the sketch of the proof of Theorem 7. Grabowski [10] has developed a
modification of the proof above which appears to avoid the hypothesis of Herbrand-definability
that we have previously required of interpretations. However, Grabowski's version of the theorem

does not handle total correctness.

The deficiencies of the Characterization Theorem and its proof are clear. The proof system that
is produced is an enumeration procedure and could not be used in practice. Moreover, the proof
system does not follow the syntax of the programming language in the same way that Hoare’s
original system does. This is disturbing since the theorem may guarantee a proof systerl for a
programming language for which no natural Hoare system isknown. These problems, however,
are precisely the ones mentioned in the introduction as being suitable for further research; we will

discuss them in detail in the next section.
7. Research Directions

7.1. Natural Axiomatizations for New Programming Languages

Although, it is difficult to say precisely what makes a proof system natural or whether one
system is more natural than another, certainly no one would claim that Theorem 7 leads to a
natural Hoare proof system. Since the present version of the Characterization Theorem may
predict that a certain programming language should have a good Hoare proof system, even
though no natural system has been found, it would seem t0 be of little use. We conjecture,
however, that whenever this happens, additional research will always fead to a natural proof
system--perhaps by extending the existing notions of what is permitted in a Hoare axiomatization.
A good example is the language L4, which is obtained from the programming language in
Theorem 4 when global variables are disallowed. Since L4 has generated a great deal of interesting

research and since it also illustrates a number of new ideas, we consider it in some detail below.

In[2] it was argued that if use of global variables was disallowed, then denesting of internal

procedures would be possible. Thus, the proof system given for the latter case in 2] could also be
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adapted for use with L4. This argument was shown to be incorrect by Olderog (15]. Since
globally declared procedures can still be called from within an internal procedure declaration
even if global variables have been disallowed, complete denesting is not always possible. For
example, it is impossible to denest the internally declared procedure q in the program segment

below. (We usc the convention that parameters appearing after the colon ":" in a parameter list

are procedure parameters.)

begin proc p(:f); begin proc q; begin .. .f, .. .cnd q
Lo.p(iQ); ..
S (S
end p;
proc 7 begin. . .end 1;

p(:r)

end

Previous languages involving procedures were relatively easy to axiomatize, since they all had the
finite range property. Informally, this property states for each program, there is a bound on the
number of distinct procedure environments, or associations between procedure names and bodies,
that can be reached. L4 does not have this property, however. This is significant since ail previous
axiom systems for procedures were based on Algol 60's copy nule semantics for procedure
execution and since Olderog [16] was able to show that none of these axiom systems can deal

adequately with infinite range.

For several years the question of whether there existed a natural Hoare proof system for L4 that
was sound and complete in the sense of Cook remained open. Langmaack [13] proved that the
halting problem for 1.4 was decidable and hence by the Characterization Theorem given in
Section 6 such a proof system should exist (although perhaps not a natural one!). In 1982 Olderog
[15] and Damm and Josko [6] devised proof systems for L4 which were based on the use of a
higher order assertion language and the addition of relation variables to the programming
language. Their systems did not completely solve the problem, however; in both of these papers,
the axiom system is assumed to include all of the formulas valid in a certain higher order theory
related to the interpretation. Moreover, because of the addition of relation variables to the
programming language, their proofs required a stronger notion of expressiveness than was used

originally by Cook.

A natural proof system which only uses a first order assertion language and the standard notion
of expressiveness has recently been given by German, Clarke, and Halpern (4]. In order to deal

with infinite range, they introduce a class of generalized partial correctness assertions, which
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permit implication between partial correctness assertions, universal quantification over procedure
names, and universal quantification over environment variables, By using these assertions it is
possible to relate the semantics of a procedure with the semantics of procedurcs passed to it as

parameters.

Forexample,let p be the procedure
proc p{x:r}; begin r{x); r(x) end

which calls the formal procedure r twice on the variable parameter x. For an arithmetic

domain, p satisfics the formula
Vrv{y=y ) ofy=y,- v} — {x=xgdpxn) {x=x,-v}}).

Intuitively, this formula says that for all procedures r and domain values v, if the
call r(y) multiplies v by v, then for the same procedure r and value v, the
call p{x:r) multiplies x by v2. Observe how the environment variable v, appearing in
the postconditions of the calls r(y) and p(x:r), isused to express the relationship between the

semantics of 1(y)} and p{x:r).

It is not obvious that this approach is sufficient to specify all procedures; iﬁdced, this is the
essence of the relative completeness proof, The proof is based on the existence of abstract
interpreter programs which can be shown to exist whenever the interpretation is Herbrand-
definable and the programming language is acceptable in the sense of Section 4. Roughly
speaking, an interpreter program receives as inputs a number of ordinary variables containing an
encoding of a relation to be computed and a number of other variables to which the relation is to
be applied. The interpreter then modifies the second set of variables according to the relation.
Using interpreter programs, we can transform any L4 program into a program without
procedures passed as parameters by adding additional ordinary variables to pass values which

encode the procedures.

Many of the techniques introduced in [8] appear to have applications beyond 4. For example,
the more general partial correctness assertions and the way the relative completeness proof is

structured may be helpful with other languages which have infinite range [1].
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7.2. Syntax-Directed Proof systems

Certainly the most important research problem is to develop a version of the Characterization
Theorem which provides some insight as to when a syntax-directed preof system can be obtained.
One could cven argue that any version the theorem which fails to address this issue does not really
capture the spirit of Hoare's Logic. An important first step towards developing such a theorem
has recently been made by Olderog who has obtained an interesting characterization of the formal
call trees of programs in those sublanguages of Pascal for which a sound and relatively complete
Hoare axiomatization can be obtained. His thcorem also guarantecs that a particular syntax-

directed proof system will be sound and relatively complete for those sublanguages.

Let PLpas be the language obtained from Dijkstra's guarded command language by adding
blocks and a Pascal-like procedure mechanism in which actual procedure parameters of a
procedure call must either be formal procedure parameters Or names of procedures with no
formal procedure parameters. Thus, self application is not possible with programs in PL; a5 We

refer the reader to [16] for the formal syntax and semantics of this class of programs.

By the Incompleteness Theorem of Section 5 there is no sound and relatively complete proof
system for the full language; however. there may be complete proof systems for sublanguages of
PL c PL, .. Olderog gives a Hoare proof system Hy which is sound for all of PLp_ and then

proves the following surprising result.

Theorem 10: For every admissible PL € PLPas the following arc cquivalent:

L There exists a sound and relatively complete Hoare logic in the sense Theorem
7 for PL.

2. The halting problem for PL is decidable under finite interpretations.
3. All programs in PL have regular formal call trees.

4. The Hoare proof system HO is sound and relatively complete for PL.

A sublanguage PL ¢ PL, is admissible if PL is r.e. and closed under program transformations
which leave procedure structure invariant. A tree T over a finite alphabet is regular if the set of
paths in T is a regular language or,cquivalently, if there are only finitely many different patterns
of subtrees. The formal call tree of a program S records the order in which the procedures of S are
called iri all possible executions of S. The formal call tree for the program skeleton in Section 7.1

is shown below and is clearty non-regular.
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Hence, it follows by Olderog’s Theorem that any programming language PL containing the
program must fail to have a sound and relatively complete Hoare proof system. Note that this
docs not contradict the results of [8], since any admissible language which contains this program
will also contain programs that access non-local variables, and hence the proof system of [8] would

not be expected to be complete.

7.3. The Problem with Total Correctness

What happens when we attempt to extend the Characterization Theorem to apply to total
correctness assertions as well as partial correctness assertions? Under the same hypothesis as in
the previous proof it is possible to show that the set of true total correctness assertions is
{uniformly) decidable in Th({l) iff the halting problem for PL is decidable for finite
interpretations. Moreover, the set of true total correctness assertirons is {uniformly) r.e. in Th(l)
even if the halting problem for PL is not decidable for finite interpretations { [4]). This last result
unexpectedly suggests that good axiom systems for total correctness may exist for a wider class of
programming languages than in the case for partial correctness and is, therefore, somewhat

disturbing.

Proof of the result above is similar to the proof of the Characterization Theorem in Section 6.
As in the previous proof, this proof breaks into two cases depending on whether the interpretation
is finite or infinite and strongly arithmetic. The infinite case is just like the infinite case for partial

correctness except that we.ask the oracle for Th(I) about the formula

Vx 357 (P(R) = AYED A QD)

in order to determine whether the total correctness assertion <P>S<Q> is true or not.
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In the finite case we can usc the same trick as in the previous theorem to make the pre and post
conditions quantifier-free. We then use the decision procedure for the halting problem of PL

programs to determine if the program S’ shown below halts on all of its inputs.
if P then begin S; if — Q then LOOP end

Alternatively, since there are only a finite number of domain elements and since we can find a
finite set of Herbrand terms such that every domain element is the value of some term in the set,
we can run S on all possible combinations of its inputs. If §’ halts on all of them, then we

enumerate the triple <P>8<Q0>.

We note that this anomaly does not occur if we require that the negation of a total correctness
assertion also be a legal total correctness assertion. For example, we could augment first order
logic with a special operator for the weakest precondition for total correctness.

(formula> :: = <atomic formula> [ WT[(program)]((fonnu!a))l —{formula>

<formula vV <forrnu1a>| FvardK formuta>].
Atomic formulas will have the samec syntax as in standard first-order logic. The syntax of
programs will not be given; however, programs arc assumed to be deterministic, and all booleans
in programs must be atomic formulas. Thus, in contrast to Dynamic Logic {17}, we do not permit

booleans to be arbitrary WT-formulas.

Let fbe a formula and let S be a program. We write Lo F= fiff fis true in interpretation I and
state o. The obvious definition is used in all of the clauses for <formula> except the one for WT.
We define Lo E=WTISI(D iff LM[S)(¢) = £ A WT-formula fis true in I{L = D iff Lo &= f for all

states o.

Theorem 11: Assume that PL is an acceptable programming language with recursion
and that T is Herbrand definable and expressive with respect to AL and PL. Then the
set of WT-formulas which are true in I is uniformly re. in Th (I} iff the halting
problem for PL is decidable for finite interpretations.

Proof: Assume that PL has an undecidable halting problem for some finite interpretation
1. Since finite interpretations are expressive, it follows that there will always be a formula P for
WT[S)(Q) which does not itself involveWT. However, it is impossible to effectively enumerate
such formulas given S and Q. Thus, we cannot have a sound and relatively complete proof system
for a logic that can express WT[S)(Q)= P when P and Q do not involve WT.
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FFor the converse we actually prove that if the halting problem for PL is decidable for finite

interpretations, then the set of WT-formulas which arc true in [ is uniformly decidable in Th(D).

Assume that [ is Herbrand-definable and expressive and that the halting problem for PL is
decidable for finite interpretations. Given an oracle for Th(I), the construction used in the proof
of theorem 7 can also be used to find a formula of AL which expresses WT[SKQ) wheneverQisa

formula of AL and S is a program in PL.

In case 1 is arithmetical, we can use the formula 3 J‘![A?S(I, 7 )= Q(3} ] where Aé()‘c, FHis the AL

formula which expresses the input/output relation of S.

In explaining the finite case we use the same notation as in Theorem 7. Assume that S has

global variables v, v,, ..., v,. LetS'(a,, ... a, ) be the program
begin ! k
v, = a, ;
_1 i
v, = a; ;
stk
if - Q' then LOOP
end
Where each a, is one of the terms by e by and Q' is the quantifier-free formula that is
i
equivalent to Q. Next, determine whether S’ will halt for each possible combination of a, ....a, .

1

n
The formula for the weakest precondition will be the disjunction of all those clauses v, = a, A
1
vy =a A ... Av, = a whichcorrespond to initial states in which S’ will halt.
2 k

Thus, given an arbitrary WT-formula, we can transform it to an equivalent formula of AL not
involving WT. Start with the most deeply ncsted occurrence of WT, say WT[Sl}(Ql), where Ql is
a formula of AL and does not involve WT. By the observation above, we can replace WT [S,Q,)
by an equivalent AL formula Q2 not involving WP. We continue to repeat this process until ail
occurrences of WT are eliminated. We then ask the oracte for Th(I) about the truth of f* where f

is the universal closure of f.

7.4. More Powerful Notions of Expressibility

Another obvious question is whether a more powerful notion of expressibility might permit
sound and relatively complete proof systems to be obtained for a wider class of programming
languages than is currently the case with Cook’s original definition. The answer is, trivially, yes.

If, for example, we use a notion of expressibility which requires that interpretations be strongly
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arithmetical, then only the infinite case in Theorem 7 will apply. Since the infinite case docs not
use the hypothesis that the haiting probiem is decidable for finite interpretations, the relative
decision procedure could be adapted, for example, to apply to the full language PL,, .. This is
unlikely to lead to a very natural proof technique because of the encoding that is necessary (o

obtain the formula Als(x.y) from program S.

Alternatively, we could simply compile PLPas into an assembly language where the runtime
stack is encoded as the value of an integer variable, where the only control structures are the
conditional and the while statement, and where assignments can use standard arithmetical
operations of addition. multiplication, etc. This, however, is contrary to the spirit of high level
programming languages. If the proof of a recursive program requires explicit reasoning about the
low-level implementation of the language by means of the runtine stack, then why not simply
replace the recursive procedures themselves by stack operations. The purpose of recursion in
programming languages is to free the programmer from the details of implementing recursive

constructs.

If a programming language requires an unnatural use of encoding in order to get an
axiomatization, then perhaps it is o powerful to reason about effectively. The incomplcteness
results of Scction S, which depend only on finite interpretations, show that certain programmirig
language features cannot have natural axiomatizations. In fact, we would argue that finite
interpretations are often more useful than infinite interpretations for judging whether an
axiomatization is natural, since they preclude the possibility that domain elements can be used 10
encode complicated runtime data structures such as the runtime stack or linked lists of activation
records. Moreover, all of the standard partial-correctness rules (e.g. the assignment axiom, the

while statement rule, etc.} work just as well for finite interpretations as for infinite ones.

We do not mean to imply that there is nothing to be learned from further study of
expressiveness, We suggest, however, a different direction for research on this topic. Although
expressiveness has been assumed by many previous researchers to get a complete axiomatization,
the use they have made of this assumption (e.g. to generate the existence of loop invariants) seems
more natural than its use in the proof of the characterization theorem in Scction 6. Thus, we
believe that perhaps the hypothesis of expressivencss should be weakened or restricted in some
way. We note, however, that such a weakening would not affect the incompleteness results of

Section 5.
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8. Conclusion--Implications for Language Design

The fact that not every programming language can be described adequately by means of Hoare
axioms does not mean that this method for reasoning about programs is less useful than
operational or denotational methods. On the contrary, it is exactly because Floare Logic is more
restrictive in descriptive power that it turns out to be so useful for reasoning about programs. The
increased flexibility of more operational approaches is obtained at a high price; the necessary
attention to low level implementation details usually makes high-level reasoning about programs

unacceptably cumbersome.

That some programming languages would be extremely hard to specify in this manner should
be expected. It has been known for some time that certain language constructs make informal .
reasoning about a program’s behavior quite difficult; this same complexity would also be
expected to complicate a Hoare proof system for such a language. In this respect the programming
languages of Section 5 are particularly pathological since arbitrary Turing machine computations

can be simulated by the control structures of the language even in a finite interpretation.

Perhaps, the existence of a sound and relatively complete Hoare Logic could be used as a
criterion for the design of programming languages suitable for program verification. At the very
least such a criterion would force language designers to devise programming languages with
simple, clean control structures and to consider carefully the possible ﬁnexpected interactions of

adding another control structure to an already existing language.
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